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Abstract 
 
 
 
With the rise in the complexity of business transactions and emerging prominence of 
worldwide corporate governance, companies are required to adhere to certain minimal 
standards of governance and risk management. Organisations take various kinds of risks 
depending on their operating environments and the gravity of their organisational needs 
(risk to a return trade-off). Taking risks can either provide benefits to an organisation or 
cause problems for it.  
 
Given the importance of risk management, studies conducted by universities throughout 
the world reveal serious concerns. The primary objective of this study was to establish 
perceptions on risk management at Walter Sisulu University (WSU).  
 
 
The literature review of the study provided a discussion concerning best practice as far 
as the COSO internal control framework, COSO enterprise risk management framework 
and key aspects of the Kings III report on risk assessment and risks faced by modern 
business.  
 
The study adopted the quantitative research approach using a case study design. A 
survey was conducted by distributing questionnaires to a selected sample of, Campus 
management (Deans), Internal auditing III students, Lecturers in commerce, Head of 
departments and support service personnel of WSU. A random sampling procedure 
identified thirty three participants and all the participants completed questionnaires across 
all campuses at WSU.  
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Graphic presentation from Microsoft excel, inferential and basic descriptive statistics from 
SPSS were used to analyze and interpret data to generate findings. The study revealed 
that, all principles for the COSO components on internal control, COSO- ERM and the 
King III report are regarded to be present at WSU. Respondent perceptions falls within 
the positive zone being “neutral”, “effective” and “highly effective”. The population score 
is probably also in the neutral zone indicating a not sure respondent’s perception on 
whether the component or principle is effective or not effective. The Cronbach’s Alpha 
was conducted to test the internal reliability and consistency of the data. A Cronbach’s 
Alpha of summated score of 0.974 was achieved on 84 principles that could contribute 
to the effectiveness of risk management. 
The researcher recommends creating a risk-awareness culture throughout WSU rather 
than a silo approach to risk management. Monitoring on the effectiveness of the system 
of internal control need greater attention at WSU. In addition, the alignment of risk 
management to institutional strategy needs to be improved, and the University needs to 
establish and develop an enterprise-risk management policy (ERMP) and create a 
platform for further studies on risk management. 
  
“Risk management is a fundamental component of corporate governance” 
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Glossary of Terms 
 
 
 Control 
According to the Institute of Internal Auditors (2012: 12), control describes the 
actions institutions take to manage risk and enhance the probability of attaining 
institutional objectives. 
. 
  Governance 
Governance is the mixture of procedures and systems employed to shape, 
manage and oversee activities aimed at attaining organisational goals (Institute 
of Internal Auditors, 2012: 11). 
 
 Enterprise Risk Management 
Commission of sponsoring organizations (2004: 2) defines enterprise-risk 
management (ERM) as the process used by an organisation's executive board, 
managers and other employees to formulate strategies applicable throughout the 
business, intended to identify possible occurrences that may affect the 
organisation and to manage risk in a manner consistent with the organisation's 
risk appetite, to offer acceptable guarantees that institutional objectives will be 
achieved. 
 
 Merger 
A merger is the process employed to place the assets of two or more 
organisations under the control of a single (typically new) organisation, where the 
individual companies no longer exist as separate bodies (Firer et al., 2012: 737). 
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 Residual risk 
Residual risk is the risk that remains following actions taken to minimise the 
effects and probability of an unfavourable occurrence, including control actions in 
response to risk (Institute of Internal Auditors, 2012: 12). 
 
 Risk 
Risk is any factor that stops an institution from attaining its goals (Burnaby & 
Hass, 2009: 539). 
  
 Risk appetite 
Risk appetite refers to the degree of risk an institution is prepared to accept 
(Institute of Internal Auditors, 2012: 11). 
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Chapter 1 
Introduction and background to the study 
____________________________________________________________ 
 
1.1 Introduction 
 
Risk management is an important consideration for the proper management of any 
organisation. It is also a concern for managers because any transactions they make have 
to be well planned and implemented to avoid negative effects for the organisation. There 
are numerous universities throughout South Africa, and some successful universities, 
including universities in the Eastern Cape and Walter Sisulu University (WSU) in 
particular, take operational risks.  
This study provides information regarding perceptions of the effects of risk management 
at WSU, and the opening chapter focuses on the background of the study, statement of 
the problem, research questions, purpose and significance of the study, rationale for the 
study, limitations and delineations of the study, the scope of the study and general 
organisation of the study.  
 
1.1.1 Background 
 
Due to increasingly complex business transactions and the emerging significance of 
global corporate governance, companies are required to adhere to certain minimum 
standards of governance.  
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The introduction of the Commission of Sponsoring Organisations of the Treadway 
Commission (COSO), Combined Code in the United Kingdom, Sarbanes-Oxley Act in the 
United States, and King reports in South Africa have led to a situation where company 
agents have to take cognisance of risk management to maximise organisations' value.  
Universities worldwide envisage enterprise risk management (ERM) as a core business 
function in response to the issue of good governance. In the South African context, the 
introduction of the King I, II and III reports increased organisational responsibility and 
transparency. However, the tertiary education sector remains less inclined to consider the 
issue of enterprise risk management because of its infancy in business. 
In 2001, the Department of Education proposed the restructuring of South Africa's 
institutions of higher learning, with technikons and universities merging to form new 
establishments, including traditional and comprehensive universities and universities of 
technology. This resulted in only 23 higher education facilities in the country. Four of these 
are in the Eastern Cape, with two resulting from mergers (Department of Higher 
Education and Training (DHET), 2002: 8 -10).  
The Minister of Education highlighted the importance of reorganising the higher education 
system to improve efficiency and quality while reducing the public budget. These goals 
could be attained by adjusting the 
 size and form of higher education; 
 definition of self-government and answerability; 
 characteristics of education providers; 
 nature of student distribution and organisational management and governance;  
 function of student governance; 
 methods of delivery; 
 value of education programmes; and  
 characteristics of the academic workplace (DHET, 2002: 20-30). 
 
 
3 | P a g e  
 
Between 2002 and 2005, the Department of Education began to merge small universities 
into larger universities to form six universities of technology, six comprehensive 
universities and eleven traditional universities (DHET, 2002: 19).  
Following the restructuring, rapid change continues to affect universities and their abilities 
to identify and manage risks. According to DHET (2002: 8), handling risk and uncertainty 
has been a significant challenge in the management of universities, particularly due to 
concerns raised by the increasingly serious financial and legal outcomes of poor risk 
management. Risks can affect the whole organisation and include translation, 
transaction, economic, financial, operational, technological, environmental, regulatory 
compliance, competition, reputation and political risks (Ogilvie, 2008: 192). Repeated 
failures to adhere to budget and time constraints have negatively affected some 
institutions. 
Risk management needs to be coordinated and integrated across the university as a 
whole instead of treating risk at departmental levels. Hence, there are contradicting views 
regarding merged institutions. Some individuals advocate demerging, reasoning that 
mergers have put some institutions in financial difficulties while failing to address issues 
such as harmonisation of employee benefits, or alternatively propose retrenchments as 
a cost-cutting measure. Conversely, particular individuals claim to have benefited from 
the mergers due to new senior positions becoming available. This indicates a problem at 
ground level that needs to be researched to find a solution or create a platform for further 
research. Given the important role of quality higher education in moulding local and 
national movers of the economy who are globally competent, the higher education system 
has to be effective to fulfil its mandate. A problem is evident, and the researcher seeks to 
investigate perceptions of risk management at WSU to determine how risks can be 
managed to an acceptable level. 
 
 
  
4 | P a g e  
 
1.2 Problem statement 
 
The background to the study indicates that the merger of institutions of higher learning, 
and WSU in particular, has yielded intrinsic risks that need to be identified and addressed 
to an accepted residual risk level. If these risks are left unattended, their negative effects 
could be significant and may possibly result in insolvency. A merger is a restructuring 
vehicle intended to better the organisation. However, the risk attributable to organisations 
before and after mergers should not be underestimated, as seen globally in the collapse 
of group entities because of fraud and corruption, with insolvency being prominent in 
some cases, such as Enron, WorldCom, Parmalat and Ahold. This study focuses on 
scrutinising WSU stakeholders’ perceptions of the effectiveness of risk management as 
an integrated component of the COSO internal control framework, COSO enterprise risk 
management (ERM)–integrated framework, King Code of Governance Principles and 
King Report on Governance (King III), and risks faced by modern organisations. 
  
1.3  Research questions 
 
The main research question addressed in this study is: 
Do stakeholders at Walter Sisulu University perceive the COSO internal 
control framework components, the COSO ERM–integrated framework 
and King III in risk management at WSU to be effective in the quest to 
achieve institutional objectives and to maximise value?  
1.3.1 The study addresses the following sub-questions in terms of the background, 
stated problem and main research question: 
 Do stakeholders at WSU perceive the COSO internal control integrated 
framework components in risk management at WSU to be effective in 
providing reasonable assurance in the achievement of WSU’s objectives? 
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 Do stakeholders at WSU perceive the COSO ERM–integrated framework 
components in risk management at WSU to be effective in the quest to 
maximise institutional value and to identify potential risk, manage risk and 
provide reasonable assurance on the achievement of WSU’s objectives? 
 Do stakeholders at WSU view the King III report on risk assessment and 
risks modern business face to be effective in the discharge of its mandate 
to promote an effective risk management for the institution? 
 
1.4 Research objectives 
 
1.4.1 Primary objectives 
 
The primary purpose of the study was to investigate WSU stakeholder’s perceptions of 
the effectiveness of COSO internal control integrated framework components in risk 
management at WSU in the quest to achieve institutional objectives. Second, the 
researcher aimed to examine WSU stakeholders’ perceptions of the effectiveness of 
COSO Enterprise risk management–integrated framework components in managing risk 
at WSU in an attempt to identify and manage risk to maximise institutional value. The 
third aim was to probe WSU stakeholders’ perceptions of the effectiveness of King III 
report in the identification of risks faced by the university as a modern organisation and 
risk assessment. Further, the study focused on the problems and objectives that should 
be clarified to gather the intended information and derive specific information that is not 
limited to the preceding questions. By achieving these objectives, the researcher could 
obtain the necessary information to draw further conclusions and make appropriate 
recommendations. Thus, the study concerns the perceptions of risk management at 
WSU.  
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1.4.2 Secondary objectives 
 
Several sub-objectives were required to meet the primary objectives of the study. 
I. The secondary research objective is set to establish stakeholders’ perceptions of 
the effectiveness of COSO control principles that could add to the effectiveness of 
internal control components in terms of: 
(a) the control environment at WSU; 
(b) risk assessment at WSU; 
(c) control activities at WSU; 
(d) information and communication at WSU; and 
(e) monitoring activities at WSU. 
II. The secondary research objective is set to establish stakeholders’ perceptions of 
the effectiveness of COSO Enterprise risk management (ERM) elements that 
could add to the effectiveness of Enterprise risk management components in terms 
of: 
(a) the internal control environment at WSU; 
(b) objective setting at WSU; 
(c) event identification ; 
(d) risk assessment at WSU; 
(e) risk response at WSU; 
(f) control activities at WSU; 
(g) information and communication at WSU; 
(h) monitoring at WSU; and 
(i) roles and responsibilities for ERM at WSU. 
III The secondary research objective is set to establish stakeholders’ perceptions of 
the effectiveness of the King III report principles that could add to the effectiveness 
of: 
(a) risk assessment at WSU; and 
(b) the risks modern businesses such as WSU face. 
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1.5 Significance of the study 
 
Considering the stated objectives, this study may be of importance to researchers 
focusing on current risk management theory and processes. Moreover, the study can 
assist WSU as higher learning institution to better understand ERM. 
 
1.6 Rationale of the study 
 
The rationale for the study was to test perceptions of the effectiveness of risk 
management at WSU because risk management, internal control and governance 
processes are important aspects of organisational progress. Therefore, the university 
council and senior management need to implement systems of internal control to provide 
reasonable assurance that the organisation’s goals are achieved (Institute of Internal 
Auditors, 2012: 15). 
WSU is a new institution that resulted from the merger between three institutions of higher 
learning, namely Border Technikon, Eastern Cape Technikon and Unitra. Any merger has 
inherent risks, some of which result from premerger issues such as financial risk. Hence, 
the value of this study lies in its potential to address problems by achieving the secondary 
objectives set out above. The researcher’s findings may lead to an improved 
understanding of the risks WSU faces and a clearer indication of how revising systems of 
internal control and promoting effective governance to maximise efficiency can enhance 
risk management. 
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1.7 Delineations of and limitations to the study 
 
The researcher adopted a quantitative research approach, namely the case study design, 
which makes generalising the findings and comparing them with those of other studies 
difficult. In addition, the study is restricted to WSU and to a population of executive 
management, department heads, students and department staff members. This limits the 
study because the researcher did not include the whole organisation for the purposes of 
the generalisation of findings, thus drawing on a small sample. Questionnaires were used 
to determine the effectiveness of COSO internal control framework, King III and COSO 
ERM–integrated framework components at WSU. The researcher believes that the 
findings may serve as a basis for future research and can benefit institutions of higher 
learning, WSU in particular. 
The study was conducted at WSU in the Eastern Cape Province of South Africa to probe 
perceptions of the effectiveness of the integration of COSO internal control integrated 
framework components, COSO ERM–integrated framework components and King III in 
risk management at WSU. Therefore, the purpose of the study was to report stakeholders’ 
views on the effects of risk management at WSU and not to provide comments on how to 
implement enterprise risk management at WSU. The ISO3100 on risk management is 
intended to provide a structured approach to implementing ERM, hence this framework 
was not considered for this study.  
 
1.8 List of chapters 
 
Chapter One offers an introduction to the study and contains a short background of why 
the researcher found it important to conduct the study. This chapter includes the 
statement of the problem, significance of the study, research question, objectives of the 
study, the rationale for the study, its limitations and delineations, and a list of chapters.  
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Chapters Two and Three focus on the reviewed literature related to the topic under 
study, mostly derived from books, dissertations, journals and Internet searches. The 
literature review covers internal control and enterprise risk management (ERM).  
Chapter Four contains an outline of the methodology employed in the study, data 
collection procedures and instruments, the study design and additional techniques the 
researcher employed to complete the study.  
Chapter Five focuses on the application of the research methodology. The researcher 
extracted raw data by using the sampling procedures and methods discussed in Chapter 
Four. The data from the questionnaires were analysed, interpreted and discussed to form 
meaningful units that reveal thoughts, feelings and perceptions expressed by the 
participants. The findings identified in Chapter Five form the basis for the 
recommendations and conclusions found in Chapter Six. 
Table 1.1 lists the chapters that support this research project, and Figure 1.1 provides an 
overview of their relationships. 
 
Chapter Title Description 
1 Introduction The introduction to the study and a short 
background of why the researcher found 
it important to conduct the study. This 
chapter includes the statement of the 
problem, significance of the study, 
research question, objectives of the 
study, the rationale for the study, its 
limitations and delineations, a brief 
introduction to the research design and 
process, and a list of chapters. 
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2 Literature review: Internal 
control  
Focuses on the reviewed literature 
related to the topic under study, which 
was derived mostly from books, 
dissertations, journals and Internet 
searches. This section of the literature 
review covers internal control. 
3 Literature review: Risk 
management  
Focuses on the reviewed literature 
related to the topic under study, which 
was derived mostly from books, 
dissertations, journals and Internet 
searches. This section of the literature 
review covers enterprise risk 
management. 
4 Research methodology Outlines the methodology employed in 
the study, data collection procedures 
and instruments, the study design and 
additional techniques the researcher 
used to complete the study.  
5 Research findings, 
analysis and 
interpretation 
Focuses on the application of the 
research methodology. The researcher 
extracted raw data by using sampling 
procedures and methods discussed in 
Chapter Four. The data from the 
questionnaires were analysed, 
interpreted and discussed to form 
meaningful units that reveal thoughts, 
feelings and perceptions expressed by 
the participants.  
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6 Conclusion 
Links back to problem statement and 
research questions. It reiterates the 
specific contribution of this research 
project and addresses related future 
research possibilities. 
Table 1.1: List of chapters 
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Figure 1.1:  A link between chapters 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Chapter 1 
Introduction 
 
Chapter 2 
Literature 
review on 
Internal control  
 
Chapter 3 
Literature 
review on 
Enterprise risk 
management 
 
Chapter 4 
Research 
methodology 
 
Chapter 5 
Research findings, 
analysis and 
interpretation 
 
Chapter 6 
Recommendations 
and conclusion 
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1.9 Conclusion 
 
This chapter provides an overview of the research project and highlights the problems 
related to risk management to establish a perspective of risk management. The 
quantitative approach adopted for this research followed a case study design that 
incorporated a survey to probe the effects of risk management at WSU. In the following 
chapter, the researcher reviews literature relevant to internal control.   
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Chapter 2 
Literature review of internal control  
____________________________________________________________ 
 
2.1 Introduction 
 
In Chapter One the research objectives are outlined to delineate the purpose of the study. 
The aim of this chapter is to obtain a theoretical basis that justifies secondary research 
objective one and the research instrument for this study (refer to section 1.4 in Chapter 
One). The first part of the chapter provides theoretical background on aspects that 
concern research objective one, such as the concept of internal control, the objective of 
internal control, responsibility for internal control, cost and benefits associated with 
internal control, and COSO internal control framework components, which formed the 
basis for creating research objective one and the questionnaire.  
 
2.2 The concept of internal control 
 
Internal control can be described as the compass a business uses to chart a course to 
profitability and efficiency, and effective internal control can instil a sense of managerial 
agility and a focus on a proactive rather than a responsive approach. Research conducted 
by Burnaby and Hass (2009: 539) supports this position and indicates that the existence 
of a satisfactory internal control structure reduces the likelihood of faults and irregularities 
occurring. Therefore, internal control is an important facet of business growth. Yet there 
are no universal formulae for creating and implementing a practical and efficient culture 
of internal control.  
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Although control systems do not offer absolute assurance that organisational goals and 
objectives will be achieved, restraint systems do enhance the possibility of fulfilling these 
aims. To this end, the Institute of Internal Auditors (2012:15) suggests that organisations 
implement management plans, and coordinate and direct the public presentation of 
actions that offer acceptable guarantees that companies will attain their aims and 
objectives. The process is planned to increase the possibility that an organisation attains 
its goals related to operational efficacy and productivity, the accuracy of financial 
reporting, compliance with legislation and regulations, and securing assets (COSO, 1992, 
as cited in Wixley & Everingham, 2002: 88). 
Control can be perceived as a process and not an end in itself. In addition, managers and 
other parties within an organisation affect control, and internal control is people driven 
rather than a process of instituting organisational policies, manuals and processes. 
According to COSO (1992, as cited in Wixley & Everingham, 2002: 88), an organisation’s 
directors, managers and staff affect the internal control process.  
 
2.2.1 Objectives of internal control 
 
Internal controls must be integrated components of any organisation’s financial and 
business policies and procedures because they are sound business practices. Thus, the 
definition and objectives of internal control need to be aligned to attain synergistic benefits 
while achieving organisational objectives. Collier and Agyei-Ampomah (2008: 163) and 
COSO (2013:6-8) contend that internal control should encourage the effective use of 
resources, safeguard the accurateness of financial reports and adherence to legislation 
and regulations, and provide reasonable assurance on the control of theft, elimination of 
errors and safeguarding of documents.  
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2.2.2  Responsibility for internal control 
 
An organisation’s managers must initiate the process of building strong systems of 
internal control, while their subordinates should ensure the proper execution of internal 
control. COSO (2013:3) supports this view and states that it is management's duty to 
prepare and enforce a system of internal controls. Nevertheless, everyone within the 
organisation plays a role in internal controls. People’s roles depend on their degree of 
responsibility and the nature of their involvement. 
 
2.2.3 Benefits and limitations of internal control 
 
Although control provides reasonable assurance of the achievement of organisational 
objectives, internal control does not provide absolute assurance. Internal control should 
be viewed as a measure to minimise adverse conditions, and its limitations should be 
considered and understood.  
Collier and Agyei-Ampomah (2008: 169) and COSO, 2013:135) state that internal control 
can benefit an organisation by preventing errors and irregularities, and protect employees 
by clearly outlining tasks and duties. Conversely, Puttick and Esch (2004: 234) argue that 
‘human action introduces the possibility of mistakes in processing or sound judgement, 
and internal control can be overridden by collusion between employees or coercion by 
top management’. 
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2.2.4 Control in the information, communication and technology environment 
 
Information, communication and technology (ICT) plays an important role in an 
organisation because ICT helps it realise its competitive advantage, which can lead to an 
improved position in the marketplace, and maximum profitability and market share. Collier 
and Agyei-Ampomah (2008: 285) identify and define two categories of information 
technology (IT) controls, namely general controls and application controls. General 
controls include regulations that govern IT, computer processes, strategies and 
information, and program growth and modifications. Application, or ‘input-processing-
output’, controls relate to the processing of transactions. COSO (2013:106) suggests IT 
is critical in the dissemination of information in pursuit of achieving institutional objectives. 
 
2.3 COSO internal control components and principles 
 
According to COSO (2013: 5), the COSO internal control framework presents five 
components of internal control and seventeen principles that characterise the central 
hypotheses related to these components, and all of these principles are appropriate for 
all organisations. The seventeen principles are applicable to every class of objective and 
sub-objective. For example, an organisation may employ the framework in light of meeting 
the terms of a particular law concerning transactions with foreign entities, a subgroup of 
the compliance class of objectives. Figure 2.1 illustrates the relationship between the 
components of the internal control objectives and principles and the entity levels in the 
form of a cube.  
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Figure 2.1: The COSO cube illustrating internal control objectives, components and the 
entity (COSO, 2013: 5). 
 
Van Wyk (2010:7) proposes that the COSO internal control framework forms a solid 
control atmosphere that facilitates risk identification and the implementation of controls to 
mitigate risk, resulting in a risk-based control framework. The control environment 
determines the management mood that penetrates through the system, encouraging the 
adoption of a risk management system that includes identifying, analysing and discussing 
risks to a satisfactory degree. Hence, Collier and Agyei-Ampomah (2008: 166) encourage 
the formulation of policies and processes to aid directors in the performance of their 
fiduciary duties and to improve the role of ICT to produce accurate reports and gain a 
competitive advantage. The quality of control needs to be monitored from time to time to 
minimise deviations from intended objectives. 
A discussion of the COSO internal control components broken down into individual 
principles follows below to assist in providing a theoretical review of secondary objective 
one of the study. This will help to addresses the COSO control environment, risk 
assessment, control activities, information and communication, and monitoring activities. 
In addition, these components address secondary objective one of the study, which was 
set to test the effectiveness of the 2013 COSO control framework components with 
specific focus on the seventeen principles in an effort to manage risk at WSU.  
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2.3.1 Control environment  
 
The control environment sets the tone that penetrates throughout all entity levels to 
influence standards, behaviour, honesty, accountability, and clear processes and 
structures (COSO, 2013: 31-32). The control environment is the basis for all the COSO 
components, and it is underpinned by the following principles: 
 
2.3.1.1 The organisation shows dedication to integrity and ethical values 
 
The board, senior management, employees and outsourced service providers of an entity 
should embrace a high degree of honesty and ethical behaviour informed by adherence 
to moral business practices, community norms, environmental regulations and 
stakeholder expectations. The anticipated behaviour needs to be documented, with clear 
guidelines regarding the expected code of conduct. This needs to be aligned with the 
organisational vision, mission, policies, practices, rules, laws and regulations. 
Compliance with the code of conduct needs to be evaluated and processes to address 
noncompliance need to be in place and effectively executed in a timely manner (COSO, 
2013: 38). 
 
2.3.1.2 The board exercises oversight responsibility 
  
According to COSO (2013: 39), the board of directors utilises its skill and competency to 
exercise oversight responsibility in the design, implementation and monitoring of the 
system of internal control and other responsibilities. The board is effective in its 
responsibility only if it is independent of management. 
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2.3.1.3 Management creates, under board supervision, frameworks, reporting 
policies and suitable authorities to achieve objectives 
 
The board and senior management need to execute strategies by forming effective 
organisational architecture, plans, policies and practices, and line and staff authorities 
with clear reporting lines. The use of information and communication technology is vital 
to facilitate the flow of information and increase accountability across the entity (COSO, 
2013: 44–45). 
 
2.3.1.4 The organisation shows dedication to attracting, developing and retaining 
capable individuals in support of objectives 
 
COSO (2013: 49-52) identifies the expectations and requirements of stakeholders as a 
provisional basis for elaborating on competency, execution and evaluation of 
performance. The expectations and requirements are provided in policies and practices 
to rationalise the capabilities required to strengthen internal control, explain accountability 
and provide guidance regarding the expected behaviour that portrays stakeholder 
prospects. Moreover, human resource policy and practice need to attract, train, mentor, 
evaluate and retain the skills necessary to accomplish the entity’s objectives. The board 
and senior management, as part of risk management, need to establish contingency 
options to assign responsibility essential to the effectiveness of internal control (COSO, 
2013: 52). 
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2.3.1.5 The organisation holds people answerable for their internal control duties 
in the pursuit of goals 
 
The board and senior management should develop policies and processes to hold 
individuals accountable for internal control, evaluate performance and remunerate 
individual performance, assess excessive pressures that could lead to unrealistic targets 
and imbalance between emoluments and entity goals, and execute disciplinary measures 
for nonperformance (COSO, 2013: 53–57).  
 
2.3.2 Risk assessment 
 
Assessing risk encompasses a flexible practice of identifying and managing risk to an 
acceptable tolerance in pursuit of organisational objectives in line with risk appetite 
(COSO, 2013:59).  
 
2.3.2.1 The organisation identifies objectives with adequate precision to allow the 
detection and evaluation of risks related to objectives 
 
Management need to consider entrenching objectives across all entity levels to allow the 
identification and assessment of risk in alignment with entity objectives, risk appetite and 
risk tolerance. Entity objectives include operational objectives such as daily business 
processes, compliance objectives concerning laws and regulations, and reporting 
objectives that attest to the reliability and transparency of financial reports. 
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2.3.2.2 The organisation determines risks to the attainment of its goals throughout 
the entity and evaluates risks as groundwork for establishing how to 
manage these risks 
 
The organisation as a whole identifies and assesses the likelihood and effect of risks 
across the entity, and management considers risk responses to manage risk. Quantitative 
and qualitative risk assessment methodologies can be used to evaluate the likelihood and 
effects of risks. First, in an attempt to respond to risk, management considers whether to 
accept risk in anticipation that it would not adversely affect the achievement of entity 
objectives. Second, management considers avoiding events that could lead to risk 
escalation. Third, management considers appropriate action to alleviate potential risk. 
Fourth, management considers sharing risk with others to minimise its effect on the 
achievement of entity objectives.  
 
2.3.2.3 The organisation takes into account the possibility of fraud in evaluating 
risks to the attainment of goals 
 
Management assesses fraud risk in relation to fraudulent financial reporting, safeguarding 
of entity assets against inappropriate use, and infringement of laws and regulations. In 
addition, management contemplates the possibility of corruption at all entity levels, 
including outsourced services (COSO, 2013:80). Management further considers 
instituting intervention strategies to deal with nonrecurring events that could deviate from 
intended purposes. However, COSO (2013:81) warns of possible confusion between 
intervention and management override, where management override refers to action 
taken to overrule an organisation’s controls for an unauthorised reason, including 
personal benefit or the augmented presentation of an organisation’s financial state or 
compliance level.  
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Furthermore, the entity considers creating a balance between incentive and pressures 
and the creation of opportunities to commit fraud due to weak controls, poor management 
oversight and attitudes, and rationalisation to justify inappropriate action (COSO, 
2013:81).  
 
2.3.2.4 The organisation detects and evaluates changes that could have a 
considerable effect on the system of internal control 
 
Management considers variations that could greatly affect the organisation’s internal 
control system. Precautionary measures need to be in place to warn the entity of new 
risks and their potential effects due to changes in the environment, business model and 
in leadership (COSO, 2013:84–85).  
 
2.3.3 Control activities 
COSO (2013:87) defines control activities as the actions instituted through guidelines and 
systems that help to ensure that management’s directions to lessen risks to the 
attainment of goals are performed.  
 
2.3.3.1 The organisation chooses and cultivates control activities that support the 
reduction of risks to the attainment of goals to satisfactory levels 
 
Control activities by their nature favour all internal control components but stand to be 
more congruent to the risk assessment component. The need for control activities is 
exacerbated by the entity’s choice to share or reduce risk, while, conversely, it is 
unnecessary for the entity to institute control activities should it decide to avoid or accept 
risk.  
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Management considers control activities to minimise risk in relation to business 
processes, transaction controls, information processing objectives, general controls, 
automated controls and segregation of duties (COSO, 2013:89-95).  
 
2.3.3.2 The organisation chooses and cultivates general control activities rather 
than technology to further the attainment of goals 
 
Technology general controls assist information systems to execute their intended function 
properly. These controls also extend to assisting in strengthening technology foundations, 
security management practices, and technology procurement, expansion and 
maintenance practices.  
 
2.3.3.3 The organisation implements control activities through guidelines that 
confirm what is required and systems that put guidelines into action 
 
Statements by management on what should be done to execute control need to be 
documented or orally communicated to the entity’s personnel. Policies and procedures 
that formulate line authority and assignment of responsibility to competent personnel are 
outlined to execute control activities in pursuit of entity objectives. 
 
2.3.4 Information and communication 
 
Information necessitates the organisation to execute strategy in pursuit of objectives. 
Information is communicated across all entity levels (top-down) from management to 
enable personnel to execute control responsibilities (COSO, 2013:105). 
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2.3.4.1 The organisation acquires or produces and uses applicable, valuable 
information to support the operation of other factors of internal control 
 
Information is critical in supporting the entity in achieving objectives and communicating 
expected control responsibility to personnel. Internal control components are supported 
by information requirements cascading through the activities performed. Internal and 
external sources of information are scrutinised to establish the reliability of information. In 
addition, the use of information systems plays a crucial role, where information is 
disseminated quickly in large volumes to outline opportunities and risks.  
 
2.3.4.2 The organisation internally conveys information, including goals of and 
duties for internal control, necessary for supporting the operation of other 
factors of internal control 
 
Entity objectives, policies, procedures, opportunities and risk all form part of internal 
control communication. It is management’s responsibility to choose methods of 
communication by considering an array of factors, such as laws, regulations and 
audience. The council has a supervisory responsibility to communicate information to 
management and delegate oversight committees to execute internal control. No 
communication interference should exist between the board and employees of the 
organisation. In fact, the board is encouraged to meet with managers and employees in 
the absence of senior management to identify any possible management irregularities 
known to employees (COSO, 2013:115). 
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2.3.4.3 The organisation corresponds with outside actors regarding issues that 
affect the operation of other facets of internal control  
 
The entity ensures that quality information is made available to external parties to allow 
them to better understand the organisation and to make informed and economic decisions 
about the prospects of the organisation. Information, communication and technology are 
vital to the public to access information in real time to keep abreast of the functioning of 
other components of internal control within the entity. 
 
2.3.5  Monitoring activities 
 
The entity ensures that continuous assessments or individual assessments are 
conducted to establish whether all five components of internal control, integrated into the 
seventeen principles, are in place and functioning as intended. 
 
2.3.5.1 The organisation chooses, cultivates and carries out continuing and/or 
discrete assessments to determine whether the components of internal 
control are in place and operational 
 
COSO (2013:127) distinguishes between ongoing and separate evaluation. Continuing 
assessments typically are routine actions integrated into business procedures and carried 
out on a real-time basis in reaction to changes to conditions. Conversely, discrete 
assessments are carried out from time to time by neutral management employees, in-
house auditors and/or outside parties.  
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2.3.5.2 The organisation assesses internal control deficits and informs those 
responsible for taking remedial action, including senior managers and the 
board of directors, of problems in a timely manner 
 
The organisation identifies deficiencies as conditions that could negatively affect the 
effectiveness of the system of internal control while also considering conditions that 
present possible opportunities. COSO (2013:133) suggests communicating internal 
control deficiencies to relevant parties who would action corrective measures in pursuit 
of entity objectives. 
 
2.4 Conclusion 
 
Internal control is an integral aspect of ERM that creates an atmosphere in which 
organisational objectives are achieved effectively, efficiently and economically. According 
to COSO (2004: 6), the ERM framework includes internal control, which creates 
comprehensive management theories and tools. Similarly, effective governance should 
provide the control over organisational strategies, management and operations required 
to achieve all the organisation's objectives. 
To this end, the COSO internal control framework is critical in addressing risk associated 
with internal control. However, the integration of other frameworks and codes would also 
be fundamental to bringing about a wide range of options to manage risk and achieve 
entity objectives. In addition, risk management must be included with other management 
functions to achieve organisational objectives and no longer stands alone; it is an 
enterprise-wide undertaking. The next chapter contains a review of literature on the 
COSO ERM–integrated framework as well as King III, with specific focus on risk 
management. 
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Chapter 3 
Literature review of enterprise risk management 
____________________________________________________________ 
 
3.1 Introduction 
 
In Chapter One, the research objectives are outlined to delineate the purpose of the study. 
In Chapter Two, the internal control concept is discussed to clarify what internal control 
is, who is responsible for it, what its benefits and limitations are, and to determine the role 
of IT controls in managing risk. Furthermore, literature on internal control is reviewed with 
reference to the COSO internal control framework of 2013. This framework justifies the 
creation of a solid control framework that facilitates risk identification and the 
implementation of controls to mitigate risk, resulting in a risk-based control framework 
(Van Wyk, 2010:7). 
To further the literature review on risk management, Chapter Three is formulated to obtain 
a theoretical basis that justifies secondary research objectives two and three and the 
basis for the research instrument used in this study (refer to section 1.4 in Chapter One). 
The chapter provides a discussion of the concept of risk management, responsibility for 
risk management, benefits and limitations, the components and elements of risk 
management as well as risks modern businesses face with reference to the COSO ERM–
integrated framework and King III.  
An interrelation exists between the COSO internal control and COSO ERM–integrated 
frameworks and the King Code of Governance and Principles for South Africa. There are 
numerous similarities between the two frameworks and the King Code, which suggests 
that none of the three is given preference.  
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The choice differs from organisation to organisation; individual entities decide which of 
the three to implement in managing risk. COSO (2004:1) recommends considering ERM 
implementation methods by also consulting the Evaluation Tools volume of Internal 
Control–Integrated Framework while assessing an organisation’s internal control system. 
The theoretical review in this chapter and in Chapter Two provide a link between the 
research objectives of, rationale for and research instrument used in this study.  
 
3.2 The concept of enterprise risk management 
 
Traditionally, risk has been perceived as a factor that affects the financial aspects of an 
organisation. Organisations take several forms of risk, depending on the state of affairs 
in the business environment and the intensity of the organisation's desire to achieve a 
specific goal, a situation known as the risk-to-return trade-off. Taking risks can benefit an 
organisation or cause problems for it, and businesses that do not take risks could miss 
the benefits of doing so.  
According to Norton and Hughes (2008: 219), risk management is a process used to 
identify, evaluate, handle and control potential events or the environment to offer 
reasonable assurance that the organisation's goals will be achieved. Therefore, when 
organisations take risks they must know the probable outcomes of their actions and 
implement plans to counter negative effects. The bigger the organisation, the greater the 
risk expected of it and the higher the returns.  
For risk management to be effective, it needs to be integrated with other business 
processes and not viewed as a standalone aspect of addressing imbalances in financial 
information. Cuy et al. (2009:43–51) suggest that risk management should include risks 
that influence intangible and tangible assets.  
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The loss of tangible assets affects an organisation’s financial situation, while the loss of 
an intangible asset affects the company’s reputation. Reputation is an important facet of 
competitive advantage and one of the most significant corporate assets. In addition, 
Haman (2008: 4–9) states that reputation is one of the most challenging assets to protect, 
especially for commercial concerns operating in countries that are seen as corrupt.  
 
3.3 Responsibility for enterprise risk management 
 
Management is charged with the primary responsibility of identifying, handling and 
monitoring risk. However, everyone affected by an organisation is responsible for risk; 
hence, risk management needs to be integrated into organisational processes. COSO 
(2004: 107) and the Institute of Directors in Southern Africa (IoDSA) (2009: 75) support 
this view and contend that risk is ultimately the managing director's responsibility and he 
or she should take ownership of it. The rest of the management team should reinforce the 
corporate risk management attitude, encourage acting in accordance with the company's 
risk appetite and oversee risks in their departments in ways that conform to the 
organisation’s risk tolerances. Other employees who participate in risk management, 
such as internal auditors and risk officers, fulfil essential support roles. The remaining 
employees must implement ERM in a manner that conforms to company instructions and 
procedures.  
Moreover, the board or council has a supervisory responsibility and delegate authority to 
oversight committees, such as the audit and risk committee, to identify and manage risk 
(COSO, 2004: 93-96; IoDSA, 2009:74). Although numerous external stakeholders, such 
as clients, suppliers, business associates, analysts and auditors, can offer valuable 
information relevant to applying ERM, they hold no responsibility for the effectiveness of 
ERM systems and policies and do not share in the organisation's ERM. 
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3.4 Benefits of enterprise risk management 
 
The Institute of Risk Management (2010: 5) explains that an effective ERM strategy can 
influence the probability of risks occurring and their outcomes, and it can benefit the 
organisation in numerous ways, leading to advantages such as improved strategic 
decision-making, the positive implementation of change and greater efficiency. In 
addition, an effective ERM strategy can decrease capital costs, improve the accuracy of 
financial statements, create a competitive advantage, boost the organisation’s image and 
strengthen its marketplace presence. In public service entities, it can enhance political 
and community support.  
COSO (2004: 103) identifies seven benefits of ERM such as: Those closest to developing 
issues successfully identify and assess risks, managers who are more senior establish 
risk responses, and managers closest to developing issues take ownership of the control 
activities and risk response. In addition, it allows the generation of management 
information that is more complete, improves the ability to oversee risk-based actions, 
higher-level managers address significant risks, and it simplifies the management of risks 
throughout the entity.   
 
3.5 Challenges to effective enterprise risk management 
 
According to COSO (2004:103), effective ERM faces four challenges: There could be a 
divide between risk evaluation and response, those who take risks might lack ownership 
for risk response, and it requires efficient synchronisation with and communication 
between departments. Moreover, risk management may be inconsistent, although 
efficient central support or monitoring processes decrease the likelihood of inconsistency. 
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3.6 COSO enterprise risk management components  
 
COSO (2004: 3-4) states that ERM features eight interconnected mechanisms that are 
established by the way executives manage the business. These components are 
incorporated in the management process. Furthermore, the inner environs of an 
organisation define its characteristics and produce the context for how managers absorb 
and attend to risk. Organisations must formulate goals before managers can ascertain 
the possible concerns that influence their attainment. Management chooses risk 
strategies to avoid, accept, reduce or share risk and develop numerous natural processes 
to bring risks into line with the organisation’s risk tolerances and appetite (Norton & 
Hughes, 2008: 219). Guidelines and processes are formulated and applied to safeguard 
the effective implementation of risk responses. Pertinent data is isolated, collected and 
conveyed in a medium and interval that allow employees to meet their obligations and 
promote effective communication throughout the organisation, with information moving 
up, down and across the entity. 
This section features a discussion of the COSO ERM–integrated framework’s key 
components as well as the King Code of Governance and Principles for South Africa 
focusing on risk management. This provides a theoretical review of secondary objectives 
two and three of the study, which concern the COSO ERM internal control environment, 
objective setting, event identification, risk assessment, risk response, information, 
communication and monitoring with reference to the King Code and risks affecting 
modern businesses. In addition, secondary objective one of the study was set to test the 
effectiveness of integrating 2013 COSO internal control framework components with risk 
management efforts at WSU, with specific focus on the seventeen principles identified by 
COSO.  
 
 
 
33 | P a g e  
 
3.6.1 The internal control environment 
 
COSO (2004:5) describes factors of the internal control environment as an organisation’s 
risk management philosophy, integrity and ethical standards, and risk appetite as well as 
the competence of the organisation’s people, supervision by the board of directors, and 
the way management delegates responsibility and allocates authority, and develops and 
manages the entity’s people. The risk awareness of individuals involved with an 
organisation affects the internal control environment. 
 
3.6.1.1 Risk management philosophy 
 
COSO (2004:5) defines a risk management philosophy as part of the beliefs and attitudes 
symbolised by the organisation’s consideration of risk, from strategy to day-to-day 
operations. IoDSA (2009:77-78) suggests that the company’s current business 
behaviours should make its risk philosophy clear and obvious, but that the board may opt 
to specify the philosophy in a manner that sets the tone for risk management. Hence, the 
board should create a statement that clarifies the risk management philosophy and 
includes details regarding, for example, risk appetite, risk tolerance levels, health and 
safety requirements, expectations of regulatory risk management compliance, managing 
sustainability and corporate governance needs (IoDSA, 2009:78). 
 
3.6.1.2 Integrity and ethical values 
 
In Chapter Two, integrity and ethical values are explained as anticipated behaviour that 
needs to be documented, with clear guidelines regarding expectations included in the 
code of conduct.  
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Individual integrity and ethical behaviour influence the effectiveness of ERM, and a moral 
code of conduct should exist to outline the expected ethical behaviour as well as 
disciplinary measures for noncompliance. 
COSO (2004:9) submits that a code of conduct offers a tie between an entity’s vision or 
mission and its operational guidelines and processes. Alternatively, IoDSA (2009:79) 
considers the establishment of a risk management plan a method to delineate the 
resources, duties and accountabilities for launching and building risk management 
procedures and actions within the organisation. 
It is evident from the discussion above that risk management is an integrated aspect of 
the execution of business strategy and the understanding of roles and responsibilities. 
 
3.6.2 Objective setting 
 
In Chapter two (section 2.3.4.2), objectives are considered to form part of internal control. 
Objectives are set at all entity levels, including divisional, operational and functional 
levels, to spread operational requirements, reporting lines and compliance goals 
throughout the organisation. COSO (2004:13) suggests that objectives should agree with 
the organisation’s risk appetite, which directs risk tolerance levels for the organisation. 
Objectives include strategic objectives for strategy setting and related goals. COSO 
(2013:5) further contends that a relationship exists between objectives, components and 
entity structures, and this relationship is portrayed in the form of a cube (refer to Chapter 
Two, Figure 2.1). 
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3.6.3 Event identification 
 
An entity ascertains the probable occurrence of events that could negatively affect the 
holistic execution of strategy in pursuit of the entity’s objectives. Simultaneously, 
management needs to consider events that signify opportunities to improve the 
implementation of strategy and attainment of entity objectives.  
COSO (2004:22-32) advises the use of various techniques to identify potential events, 
such as performing event inventories, facilitating workshops, conducting interviews and 
process flow analysis, monitoring leading event indicators and escalation trigues, tracing 
lost event data, continuously identifying events, reviewing the correlation between events 
that could influence goals and classifying events by grouping similar occurrences. 
 
3.6.4 Risk assessment 
 
As explained in Chapter Two (refer to section 2.3.2 ), assessing risk encompasses a 
flexible practice of identifying and managing risk to an acceptable tolerance in pursuit of 
organisational objectives in line with risk appetite (COSO, 2013:59). Risk assessment 
encourages the entity to contemplate the probability of occurrence using qualitative and 
quantitative methods.  
COSO (2009:41) and IoDSA (2009:83-84) the entity uses various techniques to assess 
overall risk, such as measurement scales, risk maps, sensitivity analysis, numerical 
representations, entity-level views, aggregate risk measure and correlation between 
risks. 
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3.6.5 Risk response 
 
Management considers the effect of risk probability and the extent, cost and benefits of 
choosing the appropriate risk response. COSO (2004:62) identifies four risk responses: 
risk avoidance, risk reduction, risk acceptance and risk sharing. The IoD (2004:83) 
mentions the same risk responses but includes additional actions, such as taking 
advantage of the risk if the risk ‘represents a potential missed or poorly realised 
opportunity’, ceasing the action that caused the risk and implementing a combination of 
risk responses. 
 
3.6.6 Control activities 
 
As indicated in Chapter Two (refer to section 2.3.3), control activities are the actions 
instituted through guidelines and systems that help to ensure that management’s 
directions to lessen risks to the attainment of goals are performed (COSO, 2013:87). 
Control activities need to be integrated with risk responses to ensure that risk responses 
are executed properly. 
 
3.6.7 Information and communication 
 
Information is necessary for all organisational levels to communicate about ERM, and 
information technology plays an essential role in the collection and dissemination of 
information to achieve entity objectives. Information technology needs to be integrated 
with entity operations to complement entity operations, reporting and compliance 
objectives. Real-time technology allows information to flow to the right people, at the right 
time and in the right form to achieve effective delegation of authority and implementation 
of the ERM philosophy (COSO, 2004:83 & 85). 
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3.6.8 Monitoring 
 
ERM is performed as a continuous exercise where internal audit assurance services and 
separate evaluations are conducted to establish deficiencies in control activities (COSO, 
2004:99). Internal auditors or an impartial, capable third party should be used to confirm 
management’s claims regarding the vigour and efficiency of risk management (including 
compliance), and this party or these parties may make observations concerning the level 
of risk management maturity (IoD, 2009:84). 
 
3.7  King III report pronouncement on risk assessment and risk faced  
by modern business 
 
In chapter one (refer to section 1.4.2), secondary objective three of the study was set to 
test the effectiveness of integrating King III with risk management efforts at WSU, with 
particular focus on risk assessment and risks faced by modern business. Thus, an 
understanding of the history and origins of the King reports is required to clarify the 
importance of the King III report specifically in South Africa.  
IoDSA established the King Committee on Corporate Governance, headed by Judge 
Mervyn King, in July 1993 to oversee corporate governance in South Africa. The King 
Committee produced the first King Report on Corporate Governance (King I), which was 
published on 29 November 1994 and recognised internationally. King I applied to all 
companies listed on the Johannesburg Securities Exchange (JSE) as well as large 
unlisted companies (King Committee on Corporate Governance, 2002: 5).  
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Vallet, Girard, and Phalane,  (2006) note that King I was never viewed as the conclusive 
statement on corporate governance in South Africa; it instead became the foundation for 
the development of corporate governance, and consequent international modifications to 
corporate governance theory and principles led to the need for the King Committee to 
revise King I and formulate King II. 
The revised King report had to implement an integrated approach that called for full 
stakeholder involvement and focused on financial aspects of governance, which is lacking 
in King I. According to the King Committee (2002: 20), King II ‘applied to departments of 
state or national, provincial or local government administration falling under the local 
government’, unlike King I that applied to companies listed on the JSE. Hough et al. (2008: 
176) regard King II as the world’s most progressive inclusive model of corporate 
governance. The amended King III report focuses more on promoting good corporate 
governance practices in the commercial sector in South Africa. According to Hendricks 
and Wyngaard (2010:1-9), King III shares features of the Companies Act (Act No. 71 of 
2008) and aligns itself with Sarbanes-Oxley Act (SOX) of 2002 in some aspects of internal 
control. However, the Civil Society Organisation (CSO) finds some facets of King III 
difficult to implement. 
 
3.7.1 Risk assessment 
 
In chapter two (refer to section 2.3.2) a discussion on risk assessment encompasses a 
flexible practice of identifying and managing risk to an acceptable tolerance in pursuit of 
organisational objectives in line with risk appetite (COSO, 2013:59).  
In addition to this discussion is chapter three (refer to section3.6.4) risk assessment 
encourages the entity to contemplate the probability of occurrence using qualitative and 
quantitative methods. 
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COSO (2009:41) and IoDSA (2009:83-84) identify risk as built-in risk that could not be 
avoided (inherent risk) and risk remaining after management has taken appropriate action 
to respond to risk.  
The IoDSA (2009:80) recommends that risk assessment reports should offer 
management and the board an accurate view of the material risks the company faces. 
 
3.7.2 Risks modern businesses face 
 
Reputation risk is considered one of the severe risks an entity could encounter. In modern 
business, the value of intangible assets, such as reputation, brand value and goodwill, 
stakeholder value, and customer retention and loyalty value, is frequently higher than the 
value of tangible assets. Moreover, the council or board should consider other risks that 
could affect sustainability, stakeholder welfare, ethical behaviour, human capital and the 
environment negatively or positively (IoDSA, 2009:87). Haman (2008: 4-9) states that 
reputation is one of the most challenging assets to protect, especially for commercial 
concerns operating in countries that are seen as corrupt. 
Aligning entity objectives with IT is essential to achieve entity objectives. The council 
considers the risk of the unknown as part of the qualitative and quantitative risk 
assessment process (IoDSA, 2009:94). 
 
3.8 Conclusion 
 
Significant corporate failures between 2000 and 2009 created a platform for organisations 
to embrace ERM as part of their strategies. Therefore, ERM has become necessary for 
organisations aspiring to value creation and sustainability for their stakeholders. 
Organisations without risk management programmes are in danger of placing themselves 
at a competitive disadvantage that could ultimately lead to business failure.  
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Hoyt and Liebenberg (2011: 795-822) identify corporate governance and internal control 
as essential components of ERM that allow companies to deal with a diverse assortment 
of risks in a cohesive, enterprise-wide manner. However, according to Collier and Agyei-
Ampomah (2008: 139), ERM embodies a drastic change in approaches and moves risk 
management strategy from a conventional ‘silo-based’ method to an all-inclusive 
technique for incorporating it into business operations. Demidenko and McNutt (2010: 
802-815) agree that good governance guarantees the implementation and performance 
of ethical standards, functions and duties in a clear risk management construct with a 
narrow collection of answerabilities.  
Poor business ethics have had adverse effects on some organisations, resulting in 
damage to their reputations. Reputation is viewed as a major source of competitive 
advantage and one of the most important corporate assets. Haman (2008: 4–9) states 
that reputation is the most difficult asset to protect, particularly for businesses operating 
in countries that are perceived as corrupt. Furthermore, the emerging prominence of ITC 
must not be overlooked. Organisations embrace IT to gain competitive advantage, but 
the risks associated with ITC have become a concern for managers.  
In Chapter Four, the researcher describes the methods used to collect data from 
participants in this study. 
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Chapter 4: 
Research Methodology to the study 
 
 
4.1 Introduction 
 
This chapter outlines the methodology employed to complete the study, as well as the 
data collection procedures research instrument, research design and additional 
techniques the researcher used to complete the study. 
 
4.2 Research design 
 
Yin (2009:26) suggests a research design as a blueprint to execute the study.  There are 
various research paradigms such as pragmatism, positivist, critical realism, constructivist 
(Yin,2009).The qualitative approach deals with non-numerical qualities and 
characteristics, while the quantitative approach addresses information gathered in 
numerical form. Moreover, a positivistic model typically produces quantitative information, 
and a phenomenological model produced qualitative data (Crowther and Lancaster, 2009: 
75). 
 In this study, the researcher adopted a positivist paradigm which led to produce 
quantitative collection of data by use of a questionnaire and analysis of numerical data 
using graphs, tables for frequencies and percentages, inferential and descriptive 
statistics.    
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4.2.1 An overview of survey research 
 
According to Shaughnessy, Zechmeister, B. and Zechmeister, J.S. (2006: 144), 
investigators often use survey research to evaluate views, attitudes and beliefs, and this 
type of research can be narrow and restricted or have inclusive, comprehensive 
objectives. Numerous research groups use survey research, and a survey comprises a 
collection of pre-set questions that is provided to a sample group. In this study, the 
researcher collected data using a case study with a survey design, which required 
choosing a sample of respondents before conducting interviews to gather information 
about respondents' feelings, attitudes, behaviours, thoughts, demographics and views.  
 
In this study, the researcher adopted case study design employing a survey within the 
case to collect data, about the respondent’s perception on the effectiveness of risk 
management at WSU. The researcher formulated the questionnaire were dichotomous 
and likert scale questions are used for data collection in such a way that respondents 
could answer questions quickly to investigate issues thoroughly while examining the 
effects of risk management at WSU.  McMillan and Schumacher (2001, as cited in Maree, 
2007: 155) state that researchers use information collected using surveys to define and 
clarify phenomena to track change and compare results. Hence, a survey was crucial in 
the investigation of the effectiveness on risk management at WSU.  
 
Some authors feel that case studies do not offer sufficient scientific precision and fail to 
address generalizability, but these tools have several strengths. According to Noor (2008: 
1602-1604), a case study highlights a particular issue, quality or unit of analysis and is 
unsuitable for investigating an entire organisation. Similarly, Saunders (2007: 139) points 
out that it is important to note that case study research is a research approach rather than 
a methodology.  
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4.3 Research process 
 
4.3.1 Research setting 
 
The research setting refers to the place where the data is collected. In this study, the data 
was collected at Walter Sisulu University. 
 
4.3.2 Population 
 
Polit and Hungler (1999: 37) describe a population as the total number of subjects that 
satisfies a collection of criteria applicable to an entire group of people that have bearing 
on the research and to whom general results can be applied. The research population for 
this study included Campus management, Deans, departmental Head of departments, 
employees from support services and third-year students studying Internal auditing.  
 
4.3.3 Sampling 
 
According to  Polit and Hungler (1999: 227), a sample is a subset of the research 
population chosen to take part in a study that represents the population. The researcher 
used random sampling based on natural subgroups, specifically. The research population 
for this study included Campus management, Deans, departmental Head of departments, 
Lectures in commerce, employees from support services, third-year students studying 
Internal auditing . The sample size in this procedure may or may not be fixed prior to data 
collection and is dependent on the resources and time available to the researcher (Maree, 
2007: 178).  
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Maree further states that stratified random sampling is therefore most successful when 
data reviews and analysis are done in conjunction with data collection.In total 33 
questionnaires were received and the sample size was regarded as a large sample to 
perform basic statistical calculations. 
 
4.3.4 Instrumentation 
 
 According to Crowther & Lancaster (2009: 151) a questionnaire is a collection of carefully 
formulated questions selected after substantial testing to obtain dependable responses 
from a specific group of people.  
 
The questionnaire was prepared using Microsoft word. A letter was distributed via the 
WSU Novell Goupwise inviting Campus management, Deans, departmental Head of 
departments, Lecturers in commerce, employees from support services and third-year 
students studying Internal auditing to participate in the research. Out of all the responses 
to the invite only 33 were selected as a sample, questionnaires and informed consent 
form were distributed to them. A response time of two weeks was accommodated to 
complete the questionnaire, the questionnaire was collected for data analysis and 
informed consent form filed for research respondent trail.  
 
The questionnaire was divided into four sections: in the first section, demographical 
information on the participants and WSU were requested. The second section of the 
questionnaire was divided into the five components of internal control according to the 
COSO Internal control intergrated framework of 2013. Each component contained 
statements (principles) relevant to the internal control component and respondents could 
indicate whether WSU has implemented certain control elements. A “not true‟ response 
indicates that the control element has not been implemented. 
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If the specific control element has been implemented the respondents were requested to 
rate the perceived effectiveness of the control element on the five point likert scale (from 
one to five), with one being “not true‟ – control element not present, two being “not 
effective‟ , three “neutral‟ , four  “effective‟ and five “highly effective‟.  
 
The choice of a point on a scale from two to five also implied that the control element has 
been implemented or adopted in the organisation. It is important to note that the 
responses indicating the presence of or use of the internal control components and 
principles do not imply that the system of internal control is neither effective nor not 
effective. Such responses (from two to five on the likert scale) only indicate the possible 
contribution toward the effectiveness of internal control systems.  
 
The third section of the questionnaire was divided into the eight components of Enterprise 
risk management according to the COSO Enterprise risk management intergrated 
framework of 2004. Each component contained statements (elements) relevant to the 
ERM component and respondents could indicate whether WSU has implemented certain 
ERM elements. A “not true‟ response indicates that the control element has not been 
implemented. 
  
If the specific ERM element has been implemented the respondents were requested to 
rate the perceived effectiveness of the ERM element on the five point likert scale (from 
one to five), with one being “not true‟ – ERM element not present, two being “not 
effective‟, three “neutral‟ , four  “effective‟ and five “highly effective‟. The choice of a point 
on a scale from two to five also implied that the ERM element has been implemented or 
adopted in the organisation. It is important to note that the responses indicating the 
presence of or use of the ERM components and elements do not imply that the ERM 
element is neither effective nor not effective. Such responses (from two to five on the likert 
scale) only indicate the possible contribution toward the effectiveness of ERM element. 
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The fourth section of the questionnaire was divided into the risk assessment principles of 
King code governance and principles for South Africa of 2009. Each statement contained 
principles relevant to the Risk assessment and respondents could indicate whether WSU 
has implemented certain King II principles, A “not true‟ response indicates that the King 
II principle has not been implemented. 
  
If the specific King III principle has been implemented the respondents were requested to 
rate the perceived effectiveness of the King III principle on the five point likert scale (from 
one to five), with one being “not true‟ – King III principle not present, two being “not 
effective‟ , three “neutral‟ , four  “effective‟ and five “highly effective‟. The choice of a point 
on a scale from two to five also implied that the King III principle has been implemented 
or adopted in the organisation. It is important to note that the responses indicating the 
presence of or use of the King III principle do not imply that the King III principle is neither 
effective nor not effective. Such responses (from two to five on the likert scale) only 
indicate the possible contribution toward the effectiveness of King III principle. 
 
The questionnaire was coded using a computer-assisted tool (IBM SPSS statistics 23) 
for analyses graphs and tables were exported to Microsoft word. Each question had five 
options of selection and the sampling units could select their answer of preference based 
on their perception. To ensure the questionnaire was in a format that would facilitate easy 
analyses, a statistician was consulted when the questionnaire was compiled. A pilot study 
was conducted, to refine data collection plans with respect to both the content of the data 
and the procedure to be followed (Yin, 2009:92). 
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4.3.5 Data collection procedure 
 
Initially the researcher administered different questionnaires to Campus management, 
Deans, departmental Head of departments, Lecturers in commerce, employees from 
support services, third-year students studying Internal auditing to participate in the 
research. After two weeks, the questionnaires were collected and sorted. The responses 
were analysed to arrive at results.  
 
 
4.3.6 Data analysis 
 
The researcher examined the collected data to form a clear understanding of the 
information. Graphic presentation from Microsoft excel, inferential and basic descriptive 
statistics from SPSS were used to analyze and interpret data to generate findings. This 
collected information enabled the researcher to continue making discoveries about 
deeper realities reflected in the data to provide perceptions on the effectiveness of risk 
management at WSU. 
 
 
4.4 Ethical considerations 
 
 
The researcher approached the WSU research department and research ethics 
committee and asked for permission to conduct the study at WSU, clearly stating the 
intention of the study in his correspondence with the body. The researcher assured WSU 
of confidentiality and anonymity, which were maintained throughout the course of the 
study. Because the study deals with people, it was necessary to understand the ethical 
and legal responsibilities involved in conducting research.  
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The researcher consider ethical principles while administering questionnaires by 
explaining to respondents that they were not obliged to participate if they did not wish to 
do so and that they had the right to withdraw at any time. The researcher ensured the 
anonymity of the respondents by not recording their names on the questionnaires they 
completed and observed confidentiality by not announcing results publicly or sharing 
them with any members of staff or others during the course of the study. 
 
4.4.1  Validation of the questionnaire 
 
Experienced researchers checked the questionnaires to test their validity and reliability. 
According to Maree (2007: 215-216), reliability refers to a measure or an instrument's 
consistency, and researchers can ensure reliability by using a variety of participants when 
gathering data. Maree (2007: 216) further states that a valid measure or instrument 
measures what it is supposed to measure. 
 
On the other hand, Yin (2009:40) suggest a research design is supposed to represent a 
logical set of statements. This study is a form of social research and four test are empirical 
to establish the quality of the research and the test are discussed aligned to this research 
according to (Yin 2009:40-45): 
 
 Construct validity: identify correct operational measure for the concepts being 
studied. To meet the test of construct validity the researcher must cover two steps 
firstly, define the research in terms of specific concepts, secondly the researcher 
identify operational measures that match the concepts.  
 
The research plan to study and report on the perceptions of risk management at 
WSU focusing on internal control, enterprise risk management, risk assessment 
and risks faced by modern business.  
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The literature of the COSO internal control integrated framework, the COSO 
integrated enterprise risk management framework and the King code on 
governance and principles for South Africa with focus on risk assessment and risks 
faced by modern business all are used as specific measures of the effectiveness 
on risk management at WSU. Therefore construct validity is achieved for the study. 
 
 Internal validity: One of the most case study desirable techniques is to use 
pattern-matching logic. This technique compares an empirically based pattern with 
a predicted one (or with several alternative predictions and if the pattern coincide, 
the results can assist to strengthen internal validity (Yin, 2009: 136). 
 
The purpose of the research is to establish and report on the effectiveness on risk 
management at WSU. The variables consists of COSO internal control 
components and principles, COSO - ERM components and elements, King III code 
on risk assessment principles and risks faced by modern business to establish and 
report on the effectiveness of risk management at WSU. 
 
A pattern - matching procedure is use to determine outcomes were the negative 
zone is comprised of “not true” and “not effective”. On the other hand, the “neutral” 
zone is between “not effective” and “effective” being not sure while the positive 
zone is “effective” and “highly effective”. 
 
Descriptive and inferential statistics for summative scores such as Cronbach’s 
alpha to measure internal consistency and reliability, item analysis, mean variance 
and standard deviation are used in attesting to internal reliability of the study.  
Moreover, a pilot study was done to determine the reliability of the research 
instrument. 
 
 External validity: this deals with the generalizability of the study findings beyond 
the immediate case study. On the other hand survey research considers statistical 
generalization as compared to a case study (Yin, 2009: 43). 
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External validity is achieved for the study- in the sense that a single case has been 
used and the results can be transferred from case to case in similar environments. 
However, the replication claim of the findings is necessary to support primary 
theory, this intensify the external validity of the results. This can be achieved 
through research in similar institutions of higher learning as WSU to prove whether 
the researcher will reach the same or rival claims as compared to the survey on 
perceptions of the effectiveness on risk management at WSU.    
 
 Reliability: the objective of the test is to be sure that, if the latter investigator 
followed the same procedures by an earlier investigator all over again would arrive 
at the same findings (Yin, 2009:44). This requires documenting all the procedures 
followed in the study to reach the conclusion. 
 
All the procedures followed for this study are documented to provide a basis for 
future research and trail to validate if same procedures are used by a later 
investigator that the same findings and conclusion will be reached. The procedures 
amongst others include the research questionnaire (refer to annexure A), graphic 
presentation, inferential and descriptive statistics, table for frequencies and 
percentages (refer to annexure B) and chapter four on research methodology.   
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4.5 Conclusion 
 
 
The selection of the sample and dissemination of questionnaires to respondents provided 
the researcher with necessary data to generate findings. Reliability test are done to judge 
the quality of the research design. Findings may be made available to WSU to highlight 
the effects of risk management and provide means of improving and bridging the gaps in 
risk management at the institution. 
 
The chapter that follows describes the results of the analysis of the data collected from 
the respondents. 
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Chapter 5 
Data analysis on the study 
____________________________________________________________ 
 
5.1 Introduction 
 
This chapter focuses on information gathered from questionnaires distributed to students, 
employees and management at WSU. The study provide perceptions on the effectiveness 
of risk management at WSU through the analysis of the data collected. 
The following section contains a discussion of the findings in detail as per sample 
responses obtained. 
 
5.2  Sample response  
 
A random sampling method based on natural subgroups (Campus management, Deans 
departmental Head of departments, Lecturers in commerce, employees from support 
services and third-year students studying internal auditing) was used. The sample 
consisted of 33 respondents selected across WSU. Thirty three questionnaires were 
distributed to participants and the response rate was 100%. 
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5.3  Backgrounds of the respondents  
 
The questions pertaining to the backgrounds of the participants were designed to 
determine each respondent's primary responsibility, age demographic and number of 
years working or studying at WSU, awareness on the King III report, COSO internal 
control and ERM frameworks. 
 
(a)  Primary responsibility of the respondent 
 
 
Figure 5.1: Primary responsibility of the respondents 
 
 
 
 
 
Faculty Dean, 9.1%
Head of Department, 
12.1%
Lecturer, 42.4%
Support services, 
18.2%
Student, 18.2%
PRIMARY RESPONSIBILITY
Faculty Dean
Head of Department
Lecturer
Support services
Student
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The chart illustrate that, of the thirty three respondents 42.4 % are Lecturers in the faculty 
of Economic science and administration across WSU with the majority with master’s 
Degree and /or Professional qualification such as Chartered accountant. 18.2% of the 
respondents represents support staff members in the finance section of WSU and 18.2% 
are third year internal auditing students with clear understanding of COSO frameworks 
and the King III report.  
12.1% of the respondents are Head of departments who are charged with responsibility 
of managing risk at departmental level and accountable to the Faculty Deans. HODs hold 
PhDs, Master’s degree in the field of Commerce and Chartered accountants. 9.1 % of the 
respondents are Faculty deans across WSU with PhDs and extensive campus 
management experience and are charged with responsibility to manage risk at Faculty 
level.   
The questions pertaining to the stakeholders of WSU were formulated to determine the 
welfare of each internal stakeholder as a key party to corporate governance and as an 
element of risk management. However, senior management were invited to participate in 
the study to no avail due to daily business commitments and tight meeting schedules.  
Non- availability of three executive managers to participate in the study made no 
significant variation on the reliability of the statistics and results for the study. Therefore, 
it is believed that, the respondents have a clear knowledge and understanding of the 
COSO frameworks and King III report so as to furnish reliable data for the study.   
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(b) Age, working experience and study period demographics on respondent 
 
 
 
 
 
 
 
 
 
 
 
Table 5.1: Age, working experience and study period demographics on respondent 
 
The age demographic of respondents is spread between 20 to more than 60 years of age 
of which 39.4 % of respondent are between 40 to 49 years of age. This indicate a good 
maturity to make informed decision on the effects of risk management at WSU. 
The working experience of respondents is spread between 5 to 30 years of which   29.6 
% is 15 to 20 years of working experience. This indicate level of working experience skills 
and competence in risk management. 
All student respondents were third year National diploma Internal auditing students.   The 
number of years studying at WSU of respondents is spread between 3 to 5 years of which 
50 % is 4 years of study. This indicate respondent level of knowledge on COSO 
Your age 
  
Number of years 
working at WSU 
  Number of years 
studying at WSU 
 
        
Under 20 0  Fewer than 5 18.5%  Fewer than 1 0 
        
20 to 29 27.3%  Fewer than 10 18.5%  Fewer than 2 0 
        
30 to 39 15.2%  Fewer than 15 29.6%  Fewer than 3 16.7% 
        
40 to 49 39.4%  Fewer than 20 29.6%  Fewer than 4 50% 
        
50 to 59 15.2%  Fewer than 30 3.7%  Fewer than 5 33% 
        
60 + 3%  More than 30 0  More than 5 0 
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frameworks and the King report which are part of internal Auditing III ( module one and 
two) topics for the National diploma Internal auditing at WSU .  
(c) Campus of work or study 
 
 
Campus Frequency Percent Valid Percent 
Cumulative 
Percent 
 Buffalo city campus 
5 15.2 15.2 15.2 
Ibika campus 
 
6 18.2 18.2 33.3 
Mthatha campus 
22 66.7 66.7 100.0 
Total 33 100.0 100.0  
Table 5.2: Campus of work or study 
 
Respondents represent all campuses across WSU. The institution follows a divisional 
model of governance on which campuses have autonomy while the Mthatha campus 
remains Main campus dominant in student enrolment, staff composition and management 
positions. Over all campuses at WSU 66.7% of respondents are from Mthatha campus.   
 
(d) Awareness on COSO frameworks and the King III report  
 
In Chapter two (refer to section 2.3), the COSO internal control framework presents five 
components of internal control and seventeen principles that characterise the central 
hypotheses related to these components, and all of these principles are appropriate for 
all organisations. The seventeen principles are applicable to every class of objective, 
objective and sub-objective (COSO, 2013: 5). 
 
57 | P a g e  
 
Chapter three (refer to sections 3.6), states that ERM features eight interconnected 
mechanisms that are established by the way executives manage the business. These 
components are incorporated in the management process. Furthermore, the inner 
environs of an organisation define its characteristics and produce the context for how 
managers absorb and attend to risk (COSO, 2004: 3-4). 
Further to chapter three is a discussion of the King III report pronouncement on risk 
management and modern risks faced by businesses. King III report considers reputation 
risk as one of the severe risks an entity could encounter (IoDSA, 2009:87).  
 
Figure 5.2: Awareness on use of the COSO framework and the King III report at 
WSU 
 
82.80% of the respondents indicated strong awareness on the use of the COSO 
frameworks at WSU. 81.80% indicated strong awareness on the use of the King III report 
on corporate governance and principles at WSU.   
 
 
82.80%
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0.00%
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40.00%
60.00%
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Awareness on use of the COSO frameworks and the King III 
report at WSU
Does WSU use the COSO internal control and Enterprise Risk Management integrated frameworks for internal
control system evaluation?
Does WSU use the King III report on corporate governance as part of risk management?
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5.4  Respondent perception of the effectiveness of COSO internal       
control components  
 
Respondents were requested to rate control principles under each of the five components 
of internal control which could contribute to the effectiveness of the risk management 
based on the COSO framework of 2013.  
Various control principles were included under each of the five components of control and 
respondents needed to indicate how effective the application of each is in improving the 
risk management at WSU. If the control principle is not present at WSU, the respondent 
selected „not true‟. Otherwise, a rating from „not effective‟, neutral‟, effective‟ and highly 
effective‟ could be given. Choosing any of the latter four options also implies that the 
control principle is present at WSU. 
 
(a)  Control environment  
 
In Chapter two (refer to section 2.3.1), an organisation's control environment sets its tone 
and lays the groundwork for how the organisation and its people perceive and manage 
risk. The question pertaining to the control environment at WSU affects principles such 
as management integrity and ethical values, the boards independence, establishment of 
structures and reporting lines, attracting, developing and retaining competent personnel 
and holding individuals accountable for their internal control responsibilities (COSO, 
2013: 31-35). Some percentages do not add up to 100% due to a rounding error. 
59 | P a g e  
 
 
Figure 5.3: Respondents perception on the effectiveness of control component on 
control environment 
 
In data point one, 6.1 % of the respondents view WSU as an organisation that do not 
demonstrates a commitment to integrity and ethical values, 12.1% not effective, 51.5% 
neutral 27.3% effective and 3%highly effective (refer to section B number 1.1 in Annexure 
B). 
For data point two, 48.5% of the respondents perceive WSU council demonstrates 
independence from management and exercises oversight of the development and 
performance of internal control. 9.1% indicated not true, 15.2% view this consideration 
not effective, 18.2% of the respondents is neutral while 9.1% considers this view highly 
effective (refer to section B number 1.2 in Annexure B).  
As for data point three, 63.6% of the respondents perceive WSU council to be effective 
to demonstrate independence from management and exercises oversight of the 
development and performance of internal control. 3 % view this statement not true, 9.1% 
not effective, 21.2% neutral and 3% highly effective (refer to section B number 1.3 in 
Annexure B). 
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For data point four, 45.5% of the respondents view WSU as an organization which 
demonstrates a commitment to attracting, developing and retaining competent individuals 
in alignment with objectives. 3% indicate that it is not true, 6.1% view this consideration 
not effective, 39.4% of the respondents is neutral while 6.1% considers this view highly 
effective (refer to section B number 1.4 in Annexure B) . 
The results in data point five indicate that 45.5% of respondents consider WSU holds 
individuals accountable for their internal control responsibilities in the pursuit of 
objectives. 3% indicate that it is not true, 21.2% view this consideration not effective, 
24.2% of the respondents is neutral while 6.1% considers this view highly effective(refer 
to section B number 1.5 in Annexure B). 
Data responses indicated that three out of five data points (data point two, three and five) 
view the control environment to be effective in improving the risk management at WSU 
(refer section B number 1.2, 1.3 and 1.5 in Annexure B). This could be a result of change 
management at WSU were a new council has been installed to oversee a smooth 
transition in the merger process. 
 
(b)  Risk assessment  
 
In chapter two (section 2.3.2), assessing risk encompasses a flexible practice of 
identifying and managing risk to an acceptable tolerance in pursuit of organisational 
objectives in line with risk appetite (COSO, 2013:59). Figure 5.4 illustrate the respondents 
perceptions on control principles that could contribute to the effectiveness of risk 
assessment at WSU based on COSO framework of 2013. Some percentages do not add 
up to 100% due to a rounding error. 
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Figure 5.4: Respondents perception on the effectiveness of control component on 
risk assessment 
 
For data point one, 51.5% of the respondents are not sure on whether WSU specifies 
objectives with sufficient clarity to enable the identification and assessment of risks 
relating to objectives. 6.1% indicate that it is not true, 12.1% view this consideration not 
effective, 27.3% of the respondents indicate that it is effective while 3% considers this 
view highly effective (refer to section B number 2.1 in Annexure B). 
As for data point two, 36.4% of the respondents view WSU as an organisation that 
identifies risks to the achievement of its objectives across the entity and analyses risks 
as a basis for determining how the risks should be managed. 6.1 % view this statement 
not true, 15.2% not effective, 36.4% are neutral and 6.1% highly effective (refer to section 
B number 2.2 in Annexure B). 
The results in data point three indicate that 30.3% of respondents view WSU as an 
organisation that considers the potential for fraud in assessing risks to the achievement 
of objectives. 3% indicate that it is not true, 27.3% view this consideration not effective, 
39.3% of the respondents is neutral while 0% considers this view highly effective(refer to 
section B number 2.3 in Annexure B). 
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In data point four, 31.3 % of the respondents view WSU effective to identify and assess 
changes that could significantly affect the system of internal control, 3.1% not true, 15.6% 
not effective, 50% of respondents are neutral to consider this view and 0%highly effective 
(refer to section B number 2.4 in Annexure B). 
 
(c) Control activity  
 
A discussion of control activities is in chapter two (refer to section 2.3.3) .Figure 5.5 
indicates the respondent’s perceptions on control principles that could contribute to the 
effectiveness of control components on control activities at WSU. Some percentages do 
not add up to 100% due to a rounding error. 
 
 
Figure 5.5: Respondents perception on the effectiveness of control component on 
control activities 
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The results in data point one indicate 45.5% of respondents view are neutral to consider 
WSU  selects and develops control activities that contribute to the mitigation of risks to 
the achievement of objectives to acceptable levels. 9.1% indicate that it is not true, 3% 
view this consideration not effective, 42% of the respondents indicated that it is effective 
0% considers this view highly effective(refer to section B number 3.1 in Annexure B). 
In data point two, 54.5% of the respondents view WSU effective in selecting and 
developing general control activities over technology to support the achievement of 
objectives.  3% not true, 15.2% not effective, 24.2% of respondents are neutral to consider 
this view and 3%highly effective (refer to section B number 3.2 in Annexure B). 
For data point three, 60.6% of the respondents view WSU effective in deploying control 
activities through policies that establish what is expected and procedures that put policies 
into action.  6.1% not true, 12.1% not effective, 18.2% of respondents are neutral to 
consider this view and 3%highly effective (refer to section B number 3.3 in Annexure B). 
 
(d) Information and communication 
 
 
Figure 5.6: Respondents perception on the effectiveness of control component on 
information and communication  
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Figure 5.6 above indicates the respondent’s perceptions on control principles that could 
contribute to the effectiveness of control component on information and communication. 
Some percentages do not add up to 100% due to a rounding error. Chapter two (refer to 
section 2.3.4) discuss information and communication as a COSO control component.  
For data point one, respondents indicated that WSU obtains or generates and uses 
relevant, quality information to support the functioning of other components of internal 
control. 45.5% of respondent’s view is neutral,  0% indicate that it is not true, 6.1% view 
this consideration not effective, 42.4% of the respondents indicated that it is effective, 0% 
considers this view highly effective(refer to section B number 4.1 in Annexure B). 
In data point two, respondents indicated that WSU internally communicates information, 
including objectives and responsibilities for internal control, necessary to support the 
functioning of other components of internal control. 57.6% considers this view to be 
effective, 0% not true, 6.1% not effective, 30.3% neutral and 6.1% highly effective (refer 
to section B number 4.2 in Annexure B). 
The results in data point three indicate 45.5 % of the respondents view WSU effective in 
communication with external parties regarding matters affecting the functioning of other 
components of internal control. 3% not true, 9.1% not effective, 39.4% of respondents are 
neutral to consider this view and 3%highly effective (refer to section B number 4.3 in 
Annexure B). 
 
(e) Monitoring 
 
Figure 5.7 indicates the respondent’s perceptions on control principles that could 
contribute to the effectiveness of control component on monitoring at WSU. Some 
percentages do not add up to 100% due to a rounding error. Chapter two (refer to section 
2.3.5) discuss information and communication as a COSO control component. 
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Figure 5.7: Respondents perception on the effectiveness of control component on 
monitoring  
 
The results in data point one indicate 57.6% of respondent’s view are neutral to consider 
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that it is not true, 6.1% view this consideration not effective, 15.2% of the respondents 
indicated that it is effective 3% considers this view highly effective(refer to section B 
number 5.1 in Annexure B). 
Data point two indicate 48.5% of respondent’s view are neutral to consider WSU 
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this consideration not effective, 36.4% of the respondents indicated that it is effective 0% 
considers this view highly effective(refer to section B number 5.2 in Annexure B). 
 
 
 
 
0
20
40
60
1 2
18.2
6.16.1 9.1
57.6
48.5
15.2
36.4
3 0
p
er
ce
n
ta
ge
Data points on control principles for monitoring
Monitoring
Not true Not effective Neutral Effective Highly effective
66 | P a g e  
 
5.5  Respondent perception of the effectiveness of the COSO ERM 
components  
 
In Chapter three (refer to section 3.6), COSO (2004: 3-4) states that ERM features eight 
interconnected mechanisms that are established by the way executives manage the 
business. These components are incorporated in the management process 
Respondents were requested to rate COSO ERM elements under each of the five 
components of ERM which could contribute to the effectiveness of the risk management 
based on the COSO framework of 2004. Various ERM elements were included under 
each of the eight components of control and respondents needed to indicate how effective 
the application of each is in improving the risk management at WSU. If the ERM element 
is not present at WSU, the respondent selected „not true‟. Otherwise, a rating from „not 
effective‟, neutral‟, effective‟ and highly effective‟ could be given. Choosing any of the 
latter four options also implies that the ERM element is present at WSU. 
 
 
(a) Internal control environment 
 
A discussion on internal control environment is in chapter three (refer to section 3.6.1). 
Figure 5.8 indicates the respondent’s perceptions on ERM elements that could contribute 
to the effectiveness of ERM component on internal control environment at WSU. Some 
percentages do not add up to 100% due to a rounding error. 
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Figure 5.8: Respondents perception on the effectiveness of ERM component on 
internal control environment  
 
Data point one indicate 48.5% of respondent’s view are neutral to consider WSU internal 
environment encompasses the tone of the organisation, influencing the risk 
consciousness of its people. 3% indicate that it is not true, 3% view this consideration not 
effective, 39.4% of the respondents indicated that it is effective 6.1% considers this view 
highly effective(refer to section C number 1.1 in Annexure B). 
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management philosophy is effective in setting shared beliefs and attitudes characterising 
how it considers risk in everything it does, from strategy development and implementation 
to its day-to-day activities. 9.1% not true, 6.1% not effective, 18.2% of respondents are 
neutral to consider this view and 3%highly effective (refer to section C number 1.2 in 
Annexure B). 
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In data point three, respondents indicated that at WSU integrity and commitment to ethical 
values start with the individual, where value judgments, attitude, and style are based on 
individual experiences. 45.5% considers this view to be effective, 0% not true, 9.1% not 
effective, 39.4% neutral and 6.1% highly effective (refer to section C number 1.3 in 
Annexure B). 
 
(b) Objective setting 
 
A discussion on objective setting is in chapter three (refer to section 3.6.2). Figure 5.9 
indicates the respondent’s perceptions on ERM elements that could contribute to the 
effectiveness of ERM component on objective setting at WSU. Some percentages do not 
add up to 100% due to a rounding error. 
 
 
Figure 5.9: Respondents perception on the effectiveness of ERM component on 
objective setting 
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For data point one, respondents indicated that at WSU objectives are set at the strategic 
level, establishing a basis for operations, reporting, and compliance objectives. 
Furthermore, 57.6% considers this view to be effective, 0% not true, 9.1% not effective, 
24.2% neutral and 9.1% highly effective (refer to section C number 2.1 in Annexure B). 
In data point two, respondents indicated that WSU considers alternative ways to achieve 
strategic objectives, management identifies risks associated with a range of strategy 
choices and considers their implications. Moreover, 42.4% considers this view to be 
effective, 0% not true, 15.2% not effective, 36.4% are neutral to consider this view and 
6.1% highly effective (refer to section C number 2.2 in Annexure B). 
As for data point three, respondents indicated that at WSU entity-level objectives are 
linked to and integrated with more specific objectives that cascade through the 
organisation to sub-objectives established for various activities. In addition, 45.5% 
considers this view to be effective, 0% not true, 9.1% not effective, 36,4% are neutral to 
consider this view and 9.1% highly effective (refer to section C number 2.3 in Annexure 
B). 
In respect to data point four, respondents indicated that at WSU set objectives support 
and align with the entity’s mission and are consistent with its risk appetite. However, 
51.5% are neutral to consider this view, 0% not true, 6.1% not effective, 30.3% effective 
and 12.1% highly effective (refer to section C number 2.4 in Annexure B). 
In data point five, 42.4% of respondents indicated that WSU operates within risk 
tolerances that provide management greater assurance that it remains within its risk 
appetite, which, in turn, provides a higher degree of comfort that the entity will achieve its 
objectives. However, 6.1% considers this view not true, 9.1% not effective, 39.4% are 
neutral to consider this view and 3% highly effective (refer to section C number 2.5 in 
Annexure B). 
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(c) Event identification 
 
A discussion on event identification is in chapter three (refer to section 3.6.3). Figure 5.10 
indicates the respondent’s perceptions on ERM elements that could contribute to the 
effectiveness of ERM component on event identification at WSU. Some percentages do 
not add up to 100% due to a rounding error. 
 
Figure 5.10: Respondents perception on the effectiveness of ERM component on 
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The results in data point one indicated 60.6% of respondent’s view are neutral to consider 
WSU management identifies potential events that, if they occur, will affect the entity, and 
determines whether they represent opportunities or whether they might adversely affect 
the entity’s ability to successfully implement strategy and achieve objectives. 6.1% 
indicated that it is not true, 3% view this consideration not effective, 30.3% of the 
respondents indicated that it is effective 0% considers this view highly effective(refer to 
section C number 3.1 in Annexure B). 
For data point two 62.5% of respondent’s view are neutral to consider WSU event 
identification methodology comprises a combination of techniques, together with 
supporting tools looking to both past and future events. 3.1% indicate that it is not true, 
6.3% view this consideration not effective, 28.1% of the respondents indicated that it is 
effective 0% considers this view highly effective(refer to section C number 3.2 in 
Annexure B). 
In data point three 60.6% of respondent’s view are neutral to consider WSU management 
uses listings of potential events common to a specific industry or functional area. 3% 
indicated that it is not true, 18.2% view this consideration not effective, 18.2% of the 
respondents indicated that it is effective 0% considers this view highly effective(refer to 
section C number 3.3 in Annexure B). 
In respect to data point four, respondents indicated that at WSU event identification 
facilitated workshops typically bring together cross-functional or multilevel individuals for 
the purpose of drawing on the group’s collective knowledge to develop a list of events as 
they relate to the entity’s strategic, business unit, or process objectives. However, 57.6% 
are neutral to consider this view, 0% not true, 27.3% not effective, 15.2% effective and 
0% highly effective (refer to section C number 3.4 in Annexure B). 
Data point five 59.4% of respondent’s view are neutral to consider WSU interviews are 
conducted in a one-on-one, or sometimes two-on-one, setting where the interviewer is 
accompanied by a colleague taking notes to ascertain the individual’s candid views and 
knowledge of actual past events and potential events. 
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9.4% indicated that it is not true, 15.6% view this consideration not effective, 15.6% of the 
respondents indicated that it is effective 0% considers this view highly effective (refer to 
section C number 3.5 in Annexure B). 
As for data point six 60.6% of respondent’s view are neutral to consider WSU 
questionnaires address a range of issues to be considered by participants, focusing their 
thinking on internal and external factors that have given rise, or may give rise, to events. 
6.1% indicated that it is not true, 18.2% view this consideration not effective, 15.2% of the 
respondents indicated that it is effective 0% considers this view highly effective (refer to 
section C number 3.6 in Annexure B). 
Figure 5.10 on data point seven indicated, 67.7% of respondent’s view are neutral to 
consider WSU process flow analysis typically involves the diagrammatic representation 
of a process, with the goal of better understanding the interrelationships of its component 
inputs, tasks, outputs, and responsibilities. 3.2% indicated that it is not true, 9.7% view 
this consideration not effective, 19.4% of the respondents indicated that it is effective 0% 
considers this view highly effective (refer to section C number 3.7 in Annexure B). 
Data point eight indicated 40.6% of respondent’s view are neutral to consider WSU 
leading risk indicators are available to management on a timely basis. 3.1% indicated that 
it is not true, 9.4% view this consideration not effective, 37.5% of the respondents 
indicated that it is effective 9.4% considers this view highly effective (refer to section C 
number 3.8 in Annexure B). 
In respect to data point nine, respondents indicated that at WSU escalation triggers are 
established to notify managers on how much time is needed to take action. However, 
68.8% are neutral to consider this view, 0% not true, 9.4% not effective, 15.6% effective 
and 3.1% highly effective (refer to section C number 3.9 in Annexure B). 
As for data point ten indicated 68.8% of respondent’s view are neutral to consider WSU 
Loss-event databases developed and maintained by third-party service providers are 
available on a subscription basis. 3.1% indicated that it is not true, 9.4% view this 
consideration not effective, 15.6% of the respondents indicated that it is effective 3.1% 
considers this view highly effective (refer to section C number 3.10 in Annexure B). 
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According to data point eleven, respondents indicated that at WSU potential events are 
identified on an ongoing basis in connection with routine business activities. However, 
64.58% are neutral to consider this view, 0% not true, 12.9% not effective, 22.6% effective 
and 0% highly effective (refer to section C number 3.11 in Annexure B). 
In respect of data point twelve, respondents indicated that at WSU grouping similar 
potential events, management can better determine opportunities and risks. However, 
56.3% are neutral to consider this view, 0% not true, 18.8% not effective, 18.8% effective 
and 0% highly effective (refer to section C number 3.12 in Annexure B). 
 
(d) Risk assessment 
 
A discussion on risk assessment is in chapter three (refer to section 3.6.4). Figure 5.11 
indicates the respondent’s perceptions on ERM elements that could contribute to the 
effectiveness of ERM component on risk assessment at WSU. Some percentages do not 
add up to 100% due to a rounding error. 
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Figure 5.11: Respondents perception on the effectiveness of ERM component on 
risk assessment 
 
In respect to data point one, respondents indicated that management at WSU considers 
the extent to which potential events affect the achievement of objectives. In addition, 
40.6% considers this view to be effective, 0% not true, 15.6% not effective, 37.5% are 
neutral to consider this view and 6.3% highly effective (refer to section C number 4.1 in 
Annexure B). 
Data point two, respondents indicated that WSU is made aware of the risk to it in the 
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However, 46.9% are neutral to consider this view, 0% not true, 6.3% not effective, 43.8% 
effective and 3.1% highly effective (refer to section C number 4.2 in Annexure B). 
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As for data point three, respondents indicated that WSU is made aware of a risk remaining 
after management’s intended actions to mitigate an inherent risk have been effectively 
implemented. However, 53.1% are neutral to consider this view, 0% not true, 9.4% not 
effective, 37.5% effective and 0% highly effective (refer to section C number 4.3 in 
Annexure B). 
Data point four indicated 62.5% of respondent’s view are neutral to consider WSU uses 
risk assessment methodology such as qualitative analysis to assess risk. 3.1% indicated 
that it is not true, 6.3% view this consideration not effective, 28.1% of the respondents 
indicated that it is effective 0% considers this view highly effective (refer to section C 
number 4.4 in Annexure B). 
According to data point five 56.3% of respondent’s view are neutral to consider WSU uses 
risk assessment methodology such as quantitative analysis to assess risk. 3.1% indicated 
that it is not true, 6.3% view this consideration not effective, 31.3% of the respondents 
indicated that it is effective 3% considers this view highly effective (refer to section C 
number 4.5 in Annexure B). 
Data point six indicated 46.9% of respondent’s view are neutral to consider WSU use any 
of a number of different methods to describe risk assessments. 6.3% indicated that it is 
not true, 9.4% view this consideration not effective, 37.5% of the respondents indicated 
that it is effective 0% considers this view highly effective (refer to section C number 4.6 in 
Annexure B) 
As for data point seven, respondents indicated that WSU overall risk assessments may 
take the form of an aggregate risk measure where correlations between risks are 
considered. However, 59.4% are neutral to consider this view, 0% not true, 9.4% not 
effective, 31.3% effective and 0% highly effective (refer to section C number 4.7in 
Annexure B). 
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(e) Risk response 
 
A discussion on risk response is in chapter three (refer to section 3.6.5). Figure 5.12 
indicates the respondent’s perceptions on ERM elements that could contribute to the 
effectiveness of ERM component on risk response at WSU. Some percentages do not 
add up to 100% due to a rounding error. 
 
Figure 5.12: Respondents perception on the effectiveness of ERM component on 
risk response 
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B). 
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Data point three indicated 51.6% of respondent’s view are neutral to consider WSU 
transfer risk. 3.2% indicate that it is not true,12.9% view this consideration not effective, 
32.3% of the respondents indicated that it is effective 0% considers this view highly 
effective (refer to section C number 5.3 in Annexure B). 
As for data point four, 61.3% of respondent’s view are neutral to consider WSU share 
risk. 6.5% indicated that it is not true,9.7% view this consideration not effective, 19.4% of 
the respondents indicated that it is effective 3.2% considers this view highly effective 
(refer to section C number 5.4 in Annexure B). 
In respect to data point five, 41.9% of respondents indicated that WSU considers reducing 
risk. However, 3.2% considers this view not true, 6.5% not effective, 35.5% are neutral to 
consider this view and 12.9% highly effective (refer to section C number 5.5 in Annexure 
B). 
(f) Control activities 
 
A discussion on control activities is in chapter three (refer to section 3.6.6) and chapter 
two (refer to section 2.3.3) respectively. Figure 5.13 indicates the respondent’s 
perceptions on ERM elements that could contribute to the effectiveness of ERM 
component on control activities at WSU. Some percentages do not add up to 100% due 
to a rounding error. 
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Figure 5.13 Respondents perception on the effectiveness of ERM component on 
control activities 
 
As for figure 5.13, respondents indicated that at WSU policies and procedures help to 
ensure that management’s risk responses are carried out. In addition, 51.5% considers 
this view to be effective, 0% not true, 9.1% not effective, 30.3% are neutral to consider 
this view and 9.1% highly effective (refer to section C number 6.1 in Annexure B). 
 
(g) Information and communication 
 
A discussion on information and communication is in chapter three (refer to section 3.6.7) 
and chapter two (refer to section 2.3.4) respectively. Figure 5.14 indicates the 
respondent’s perceptions on ERM elements that could contribute to the effectiveness of 
ERM component on information and communication at WSU. Some percentages do not 
add up to 100% due to a rounding error. 
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Figure 5.14: Respondents perception on the effectiveness of ERM component on 
information and communication 
 
In respect to data point one, respondents indicated that at WSU pertinent information is 
identified, captured, and communicated in a form and timeframe that enable people to 
carry out their responsibilities. Moreover, 51.5% considers this view to be effective, 0% 
not true, 9.1% not effective, 30.3% are neutral to consider this view and 9.1% highly 
effective (refer to section C number 7.1 in Annexure B). 
According to data point two, respondents indicated that at WSU information is 
communicated at all levels of an organisation to identify, assess and respond to risks. In 
addition, 51.5% considers this view to be effective, 0% not true, 15.2% not effective, 
30.3% are neutral to consider this view and 3% highly effective (refer to section C number 
7.2 in Annexure B). 
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For data point three, respondents indicated that at WSU technology is applied to improve 
the effectiveness and efficiency of information processes. In addition, 69.7% considers 
this view to be effective, 0% not true, 15.2% not effective, 12.1% are neutral to consider 
this view and 3% highly effective (refer to section C number 7.3 in Annexure B). 
The results in data point four indicated, 66.7 % of the respondents view WSU’s 
information technology infrastructures are integrated into operations to support 
operations, reporting and compliance objectives to be effective. 3% not true, 9.1% not 
effective, 21.2% of respondents are neutral to consider this view and 0%highly effective 
(refer to section C number 7.4 in Annexure B). 
Data point five indicated, 51.5% of the respondents view WSU’s information is 
disseminated in the right form, at the right level of detail, to the right people, at the right 
time to be effective. 3% not true, 15.2% not effective, 30.32% of respondents are neutral 
to consider this view and 0%highly effective (refer to section C number 7.5 in Annexure 
B) 
For data point six , 54.5 % of the respondents view management at WSU provides specific 
and directed communication that addresses behavioural expectations and the 
responsibilities of personnel to be effective. 3% not true, 9.1% not effective, 33.3% of 
respondents are neutral to consider this view and 0%highly effective (refer to section C 
number 7.6 in Annexure B) 
 
(h) Monitoring 
 
A discussion on monitoring is in chapter three (refer to section 3.6.8) and chapter two 
(refer to section 2.3.5) respectively. Figure 5.15 indicates the respondent’s perceptions 
on ERM elements that could contribute to the effectiveness of ERM component on 
monitoring at WSU. Some percentages do not add up to 100% due to a rounding error. 
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Figure 5.15: Respondents perception on the effectiveness of ERM component on 
monitoring 
 
In respect of data point one, respondents indicated that at WSU risk management is 
monitored through ongoing monitoring activities, separate evaluations or a combination 
of the two. However, 54.5% are neutral to consider this view, 0% not true, 18.2% not 
effective, 27.3% effective and 0% highly effective (refer to section C number 8.1 in 
Annexure B). 
Data point two indicated 48.5% of respondent’s view are neutral to consider WSU internal 
audit reviews provide an objective perspective of any or all elements of enterprise risk 
management. 3% indicate that it is not true, 12.1% view this consideration not effective, 
36.4% of the respondents indicated that it is effective 0% considers this view highly 
effective (refer to section C number 8.2 in Annexure B) 
For data point three, respondents indicated that at WSU Internal audit reviews are 
documented. In addition, 48.5%% considers this view to be effective, 0% not true, 9.1% 
not effective, 42.4% are neutral to consider this view and 0% highly effective (refer to 
section C number 8.3 in Annexure B). 
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As for data point four, respondents indicated that at WSU all identified enterprise risk 
management deficiencies are reported to those positioned to take the necessary action. 
Moreover, 57.6%% considers this view to be effective, 0% not true, 6.1% not effective, 
33.3% are neutral to consider this view and 3% highly effective (refer to section C number 
8.4 in Annexure B). 
 
(i) Roles and responsibilities for ERM 
 
A discussion on roles and responsibilities is in chapter three (refer to section 3.3). Figure 
5.16 indicates the respondent’s perceptions on roles and responsibilities for ERM at 
WSU. Some percentages do not add up to 100% due to a rounding error. 
 
 
Figure 5.16: Respondents perception on the effectiveness on roles and 
responsibilities for ERM  
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Data point one indicated, 48.5 % of the respondents have an effective view that every 
one at WSU has some responsibility for enterprise risk management. 3% not true, 15.2% 
not effective, 24.2% of respondents are neutral to consider this view and 9.1%highly 
effective (refer to section C number 9.1 in Annexure B). 
As for data point two, respondents indicated that at WSU the council plays a key role in 
the oversight of enterprise risk management. Moreover, 48.5%% considers this view to 
be effective, 0% not true, 3% not effective, 30.3% are neutral to consider this view and 
18.2% highly effective (refer to section C number 9.2 in Annexure B). 
For data point three in figure 5.16, the respondents indicated 39.4% effective view that 
oversight responsibility for enterprise risk management is assigned to the audit 
committee. 3% not true, 12.1% not effective, 30.3% of respondents are neutral to consider 
this view and 15.2%highly effective (refer to section C number 9.3 in Annexure B). 
 
5.6  Respondent perception of the effectiveness of the King III reports 
on risk assessment and risks faced by modern business 
 
Chapter three (refer to section 3.7.1), encourages the entity to contemplate the probability 
of occurrence using qualitative and quantitative methods. COSO (2009:41) and IoDSA 
(2009:83-84) identify risk as built-in risk that could not be avoided (inherent risk) and risk 
remaining after management has taken appropriate action to respond to risk.  
In addition to this discussion is in chapter three (refer to section 3.7.2), Reputation risk is 
considered one of the severe risks an entity could encounter. Moreover, the council or 
board should consider other risks that could affect sustainability, stakeholder welfare, 
ethical behaviour, human capital and the environment negatively or positively (IoDSA, 
2009:87).  
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Aligning entity objectives with IT is essential to achieve entity objectives. The council 
considers the risk of the unknown as part of the qualitative and quantitative risk 
assessment process (IoDSA, 2009:94) 
Respondents were requested to rate risk assessment principles and risks faced by 
modern business which could contribute to the effectiveness of the risk management 
based on the King III report. Respondents needed to indicate how effective the application 
of each principle and risk is in improving the risk management at WSU. If the principle 
and risk is not present at WSU, the respondent selected „not true‟. Otherwise, a rating 
from „not effective‟, neutral‟, effective‟ and highly effective‟ could be given. Choosing any 
of the latter four options also implies that the principle and risk is present at WSU 
 
(a) Risk assessment based on King III report 
 
A discussion on risk assessment is in chapter three (refer to section 3.7.1 & 3.6.4) and 
chapter two (refer to section 2.3.2) respectively. Figure 5.17 indicates the respondent’s 
perceptions on risk assessment principles that could contribute to the effectiveness of risk 
assessment based on the King III report at WSU. Some percentages do not add up to 
100% due to a rounding error. 
 
85 | P a g e  
 
 
Figure 5.17: Respondents perception on the effectiveness of the risk assessment 
based on King III report at WSU 
 
The results in data point one indicated, 56.3 % of the respondents view WSU’s risk 
management is inseparable from the institution’s strategic and business processes to be 
effective. 3.1% not true, 6.3% not effective, 31.3% of respondents are neutral to consider 
this view and 3.1%highly effective (refer to section D number 1.1 in Annexure B). 
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As for data point two, respondents indicated that management is responsible for the 
implementation of the risk management process. Moreover, 65.6%% considers this view 
to be effective, 0% not true, 3.1% not effective, 21.9% are neutral to consider this view 
and 9.4% highly effective (refer to section D number 1.2 in Annexure B). 
Data point three indicated, 50% of the respondents view all WSU members of staff 
practice risk management in their daily activities to be effective. 3.1% not true, 15.6% not 
effective, 28.1% of respondents are neutral to consider this view and 3.1%highly effective 
(refer to section D number 1.3 in Annexure B). 
According to data point four, 40.6 % of the respondents view WSU council is responsible 
for the risk management process to be effective. 3.1% not true, 9.4% not effective, 31.3% 
of respondents are neutral to consider this view and 15.6%highly effective (refer to section 
D number 1.4 in Annexure B). 
In respect to data point five, 45.5 % of the respondents view WSU council approves the 
institution’s chosen risk philosophy to be effective. 6.1% not true, 3% not effective, 33.3% 
of respondents are neutral to consider this view and 12.1%highly effective (refer to section 
D number 1.5 in Annexure B). 
As for data point six, 45.5 % of the respondents view WSU council adopts a risk 
management plan to be effective. 3% not true, 6.1% not effective, 36.4% of respondents 
are neutral to consider this view and 9.1%highly effective (refer to section D number 1.6 
in Annexure B). 
In respect to data point seven indicated 43.8% of respondent’s view are neutral to 
consider WSU council delegates the responsibility of risk management to a risk 
committee. 0% indicate that it is not true, 15.6% view this consideration not effective, 
28.1% of the respondents indicated that it is effective 12.5% considers this view highly 
effective (refer to section D number 1.7 in Annexure B). 
Data point eight indicated 51.5% of respondent’s view are neutral to consider WSU risk 
assessments are performed on an ongoing basis. 0% indicate that it is not true, 18.2% 
view this consideration not effective, 30.3% of the respondents indicated that it is effective 
0% considers this view highly effective (refer to section D number 1.8 in Annexure B). 
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In data point nine 45.5% of respondent’s view are neutral to consider WSU council 
approves key risk indicators and tolerance levels. 0% indicate that it is not true, 12.1% 
view this consideration not effective, 39.4% of the respondents indicated that it is effective 
3% considers this view highly effective (refer to section D number 1.9 in Annexure B). 
As for data point ten 51.5% of respondent’s view are neutral to consider that at WSU risk 
identification is directed in the context of the institution’s purpose. 0% indicate that it is 
not true, 9.1% view this consideration not effective, 36.4% of the respondents indicated 
that it is effective 3% considers this view highly effective (refer to section D number 1.10 
in Annexure B). 
Data point eleven indicated 42.4% view WSU council ensures that key risks are quantified 
and responded to appropriately to be effective and 42.4% of respondent’s view are neutral 
to consider WSU council ensures that key risks are quantified and responded to 
appropriately. 0% indicate that it is not true, 9.1% view this consideration not effective, 
6.1% considers this view highly effective (refer to section D number 1.11 in Annexure B). 
In respect to data point twelve, 62.5 % of the respondents view WSU Internal audits 
provide independent assurance on the risk management process to be effective. 3.1% 
not true, 6.3% not effective, 28.1% of respondents are neutral to consider this view and 
0%highly effective (refer to section D number 1.12 in Annexure B). 
As for data point thirteen, 54.5 % of the respondents view WSU council reports on the 
effectiveness of risk management to be effective. 6.1% not true, 6.1% not effective, 27.3% 
of respondents are neutral to consider this view and 6.1%highly effective (refer to section 
D number 1.13 in Annexure B). 
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(b) Risks modern business such as WSU face 
 
A discussion on risks modern business such as WSU face is in chapter three (refer to 
section 3.7.2) and. Figure 5.18 indicates the respondent’s perception on the effectiveness 
on application of the King report III on risks modern business such as WSU face. Some 
percentages do not add up to 100% due to a rounding error. 
 
 
Figure 5.18: Respondents perception on the effectiveness on application of the 
King report III on risks modern business such as WSU face 
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Data point one indicated 30.3% of respondents view WSU council ensures that the 
institution’s reputational risk is minimised to be highly effective and 30.3% of respondent’s 
view WSU council ensures that the institution’s reputational risk is minimised to be 
effective. 6.1% indicate that it is not true, 15.2% view this consideration not effective, 
18.2% are neutral to consider this view (refer to section D number 2.1 in Annexure B). 
As for data point two, respondents indicated that council determines the extent to which 
risks relating to sustainability are addressed and reported on. Moreover, 50%% considers 
this view to be effective, 0% not true, 12.5% not effective, 28.1% are neutral to consider 
this view and 9.4% highly effective (refer to section D number 2.2 in Annexure B). 
In respect to data point three, 46.9 % of the respondents view WSU stakeholder risk 
assessment is conducted effectively.3.1% not true, 3.1% not effective, 43.8% of 
respondents are neutral to consider this view and 0%highly effective (refer to section D 
number 2.3 in Annexure B). 
As for data point four 62.5% of respondent’s view are neutral to consider that at WSU 
ethics risk assessment is conducted. 3.1% indicate that it is not true, 6.3% view this 
consideration not effective, 21.9% of the respondents indicated that it is effective, 6.3% 
considers this view highly effective (refer to section D number 2.4 in Annexure B). 
In respect of data point five, respondents indicated that at WSU environmental impact 
assessment is done. However, 46.9% are neutral to consider this view, 0% not true, 9.4% 
not effective, 40.6% effective and 3.1% highly effective (refer to section D number 2.5 in 
Annexure B). 
As for data point six, respondents indicated that at WSU policies and processes to 
develop, retain and manage human capital are in place. In addition, 62.5%% considers 
this view to be effective, 0% not true, 9.4% not effective, 25% are neutral to consider this 
view and 3.1% highly effective (refer to section D number 2.6 in Annexure B). 
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As for data point seven, respondents indicated that at WSU the council ensures that IT is 
aligned with business objectives and sustainability. In addition, 42.4%% considers this 
view to be effective, 0% not true, 6.1% not effective, 33.3% are neutral to consider this 
view and 18.2% highly effective (refer to section D number 2.7 in Annexure B). 
In data point eight, 62.5% of respondent’s view are neutral to consider that at WSU the 
council considers the risk of the unknown as part of the qualitative and quantitative risk 
assessment process. 3.1% indicate that it is not true, 3.1% view this consideration not 
effective, 28.1% of the respondents indicated that it is effective 3.1%, considers this view 
highly effective (refer to section D number 2.8 in Annexure B). 
 
5.7  Internal reliability and consistency of the summated scores 
 
Table 5.3 below shows the results of the Cronbach’s alpha to support the internal 
consistency and reliability of the data. The Cronbach’s alphas given in in table 5.3 are all 
above 0.7 and an overall summated score of 0.974, one can conclude that the 
questionnaire used to collect data in this study is reliable. 
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No. Item Cronbach’s 
Alpha 
Cronbach’s 
Alpha based 
on 
standardized 
items 
No of 
items 
 Components on COSO internal 
control 
 
   
1. Control environment  .767 .777 5 
2. Risk assessment .716 .719 4 
3. Control activities .860 .862 3 
4. Information and communication .758 .763 3 
5. Monitoring .863 .873 2 
     
 COSO- ERM components, roles 
and responsibilities 
 
   
1. Internal control environment .766 .766 3 
2. Objective setting .896 .897 5 
3. Event identification .827 .833 12 
4. Risk assessment .789 .805 7 
5. Risk response .885 .887 5 
6. Control activities 1.00 1.00 1 
7. Information and communication .912 .912 6 
8. Monitoring .807 .808 4 
9. Roles and responsibilities .725 .744 3 
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King III report pronouncement 
on 
 
1. Risk assessment  .897 .884 13 
2. Risks faced by modern business .834 .836 8 
     
 Overall summated score for 
Cronbanch’s alpha 
.974 .974 84 
     
Table 5.3: Internal consistency (reliability) statistics for summated scores 
 
5.8  Inferential and descriptive statistics for summated scores  
 
Table 5.4 below indicates the descriptive statistics for the summated scores to determine 
the average number of respondents in each of the response scales. 
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*N = number of responses, **N = number of items, SD, Standard deviation 
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Components on COSO 
internal control 
 
       
Control environment  33 3.333 3.091 3.545 .676 .455 5 
Risk assessment 32 3.094 2.969 3.219 .653 .250 4 
Control activities 33 3.343 3.212 3.424 .814 .212 3 
Information and 
communication 
33 3.495 3.364 3.636 .613 .273 3 
Monitoring 33 2.970 2.909 3.030 .809 .121 2 
        
COSO- ERM 
components, roles and 
responsibilities 
 
       
Internal control 
environment 
33 3.515 3.485 3545 .677 .061 3 
Objective setting 33 3.473 3.273 3.667 .691 .394 5 
Event identification 27 3.059 2.852 3.444 .434 .593 12 
Risk assessment 32 3.268 3.156 3.438 .481 .281 7 
Risk response 31 3.329 3.032 3.581 .724 .548 5 
Control activities 33 3.742 3.00 5.00 .682 2.00 1 
Information and 
communication 
33 3.475 3.303 3.606 .667 .303 6 
Monitoring 33 3.311 3.091 3.576 .552 .485 4 
Roles and responsibilities 33 3.596 3.455 3.818 .734 .364 3 
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Table 5.4:  Inferential and descriptive statistics for summated scores 
 
A mean score between 0 and 1 indicates ”not true”. A mean score between 1 and 2 
indicates ”not effective’’. A mean score between 2 and 3 indicates ”neutral’’. A mean score 
between 3 and 4 indicates ”effective’’. A mean score between 4 and 5 indicates ”highly 
effective’’. 
The statistical analysis and interpretation indicates that respondents perceived existence 
of COSO components on internal control, enterprise risk management and the King III 
report. All mean scores fall within the effective zone between 3 and 4 save for the COSO 
monitoring component on internal control which falls within the neutral zone between 2 
and 3.  
 
5.9  Conclusion 
 
From the above discussion, it may be argued that evidence supports the problem 
statement of the study — to provide perceptions on the effectiveness of internal control 
and enterprise risk management that could lead to better management of risk at WSU.  
 
        
King III report 
pronouncement on 
 
       
Risk assessment  30 3.444 3.133 3.800 .560 .667 13 
Risks faced by modern 
business 
31 3.464 3.194 3.742 .581 .548 8 
        
Overall summated score 32.0 3.306 2.773 3.818 .503 1.045 84 
        
95 | P a g e  
 
The respondents perceive the following points to be highly effective at WSU: 
 30.3% indicated, the council ensures that the institution’s reputational risk is 
minimised; 
 
The respondents perceive the following points to be effective at WSU: 
 48.5% indicated, the council demonstrates independence from management and 
exercises oversight of the development and performance of internal control. 
 63.6% indicated, management establishes—with council oversight—structures, 
reporting lines, and appropriate authorities in pursuit of objectives; 
 45.5% indicated, the organization holds individuals accountable for their internal 
control responsibilities in the pursuit of objectives; 
 54.5% indicated, WSU selects and develops general control activities over 
technology to support the achievement of objectives; 
 60.6%indicated, WSU deploys control activities through policies that establish 
what is expected and procedures that put policies into action; 
 57.6% indicated, the institution internally communicates information, including 
objectives and responsibilities for internal control, necessary to support the 
functioning of other components of internal control; 
 45.5% indicated, the institution selects, develops, and performs ongoing and/or 
separate evaluations to ascertain whether the components of internal control are 
present and functioning; 
 63.6% indicated, the institution’s risk management philosophy sets shared beliefs 
and attitudes characterising how it considers risk in everything it does, from 
strategy development and implementation to its day-to-day activities; 
 45.5% indicated, at WSU, integrity and commitment to ethical values start with the 
individual, where value judgments, attitude, and style are based on individual 
experiences; 
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 57.6% indicated, institutional objectives are set at the strategic level, establishing 
a basis for operations, reporting, and compliance objectives; 
 42.4% indicated, the institution considers alternative ways to achieve strategic 
objectives, management identifies risks associated with a range of strategy 
choices and considers their implications; 
 45.5% indicated, entity-level objectives are linked to and integrated with more 
specific objectives that cascade through the organisation to sub-objectives 
established for various activities; 
 42.4% indicated, the institution operates within risk tolerances that provide 
management greater assurance that it remains within its risk appetite, which, in 
turn, provides a higher degree of comfort that the entity will achieve its objectives; 
 40.6% indicated, management considers the extent to which potential events affect 
the achievement of objectives; 
 50% indicated, the institution considers the costs and benefits in selecting a 
response that brings residual risk within desired risk tolerances; 
 41.9% indicated, the institution considers avoiding risk; 
  41.9% indicated, the institution considers reducing risk; 
 51.5% indicated, institution policies and procedures help to ensure that 
management’s risk responses are carried out; 
 51.5% indicated, pertinent information is identified, captured, and communicated 
in a form and timeframe that enable people to carry out their responsibilities; 
 51.5% indicated, information is communicated at all levels of an organisation to 
identify, assess and respond to risks; 
 69.7% indicated, technology is applied to improve the effectiveness and efficiency 
of information processes; 
 66.7% indicated, information technology infrastructures are integrated into 
operations to support operations, reporting and compliance objectives; 
 51.5% indicated, information is disseminated in the right form, at the right level of 
detail, to the right people, at the right time; 
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 54.5% indicated, management provides specific and directed communication that 
addresses behavioural expectations and the responsibilities of personnel; 
 48.5% indicated, Internal audit reviews are documented; 
 57.6% indicated, all identified enterprise risk management deficiencies are 
reported to those positioned to take the necessary action; 
 48.5% indicated, everyone in the institution has some responsibility for enterprise 
risk management; 
 48.5% indicated, the council plays a key role in the oversight of enterprise risk 
management; 
 39.4% indicated, Oversight responsibility for enterprise risk management is 
assigned to the audit committee; 
 56.3% indicated, risk management is inseparable from the institution’s strategic 
and business processes; 
 65.6% indicated, management is responsible for the implementation of the risk 
management process; 
 50% indicated, all members of staff practice risk management in their daily 
activities; 
 40.6 % indicated, the council is responsible for the risk management process; 
 45.5% indicated, the council approves the institution’s chosen risk philosophy; 
 45.5% indicated, the council adopts a risk management plan; 
 42.4% Indicated, the council ensures that key risks are quantified and responded 
to appropriately; 
 62.5% indicated, Internal audits provide independent assurance on the risk 
management process; 
 30.3% indicated, the council ensures that the institution’s reputational risk is 
minimised; 
 50% indicated, the council determines the extent to which risks relating to 
sustainability are addressed and reported on; 
 46.95 indicated, stakeholder risk assessment is conducted; 
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 62.5% indicated, policies and processes to develop, retain and manage human 
capital are in place; 
 42.4% indicated, the council ensures that IT is aligned with business objectives 
and sustainability 
 
 
  
All principles for the COSO components on internal control, ERM and the King III report 
are regarded to be present at WSU. Respondent perceptions falls within the positive zone 
being “neutral”, “effective” and “highly effective”. The population score is probably also in 
the neutral zone indicating a not sure respondent’s perception on whether the component 
or principle is effective or not effective. 
In this chapter, risk management and internal control is discussed and supported by study 
participant’s responses regarding perception on risk management at WSU. The 
subsequent chapter contains the researcher's conclusion and recommendations to uplift 
the effectiveness of risk management at WSU. 
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Chapter 6 
Conclusion and recommendations 
 
 
6.1  Introduction 
 
The purpose of this chapter is to re-address the research objectives of this study and to 
prove that they have been met. Furthermore, this chapter reiterates the significance of 
the contribution made by the research. Finally, it sets out the researcher's conclusions 
and highlights potential areas for future research. 
 
6.2 Conclusion 
 
The primary purpose of the study was to investigate WSU stakeholder perceptions of the 
effectiveness of COSO internal control integrated framework components in risk 
management at WSU in the quest to achieve institutional objectives. Second, the 
researcher aimed to examine WSU stakeholder perceptions of the effectiveness of COSO 
Enterprise risk management–integrated framework components in managing risk at WSU 
in an attempt to identify and manage risk to maximise institutional value. The third aim 
was to probe WSU stakeholders’ perceptions of the effectiveness of King III report in the 
identification of risks faced by the university as a modern organisation and risk 
assessment as well. 
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 A literature study was conducted to discuss and link the sub-objectives to theory, which 
were: 
I. To establish stakeholders’ perceptions of the effectiveness of COSO control 
principles that could add to the effectiveness of control components in terms of the: 
(a) control environment at WSU; 
(b) risk assessment at WSU; 
(c) control activities at WSU; 
(d) information and communication at WSU; and 
(e) monitoring activities at WSU. 
II. To establish stakeholders’ perceptions of the effectiveness of COSO Enterprise 
risk management (ERM) elements that could add to the effectiveness of Enterprise 
risk management components in terms of the: 
(a) internal control environment; 
(b) objective setting; 
(c) event identification; 
(d) risk assessment; 
(e) risk response; 
(f) control activities; 
(g) information and communication; 
(h) monitoring; and 
(i) roles and responsibilities. 
III To establish stakeholders’ perceptions of the effectiveness of the King III report 
principles that could add to the effectiveness of: 
(c) risk assessment; and 
(d) the risks modern businesses such as WSU face. 
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The literature review formed the basis to craft the research questionnaire and to create a 
link between research objectives, theory and the research instrument. All the sub-
objectives were included in the questionnaire. This link created a blueprint to probe the 
effectiveness of risk management at WSU and to draw findings to suggest ways to 
enhance the effectiveness of risk management at WSU. 
 
6.2.1 How the secondary objectives to study were achieved 
 
Table 6.1 provided a discussion on how the secondary objectives to study were achieved. 
A mean score of between 0 to 1 is “not true”, a mean score of between 1 to 2 is “not 
effective”, a mean score of between 2 to 3 is “neutral”, a mean score of between 3 to 
4 is “effective” and a mean score of between 4 to 5 is “highly effective”. 
Secondary objective on effectiveness 
of COSO internal control framework 
components at WSU 
How the objective was achieved 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO control principles that could 
add to the effectiveness of the 
control environment at WSU 
 A summated mean score of 3.333 
was obtained indicating that this 
COSO internal control 
component is effective to the 
improvement of the effectiveness 
of internal control at WSU.  
 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO control principles that could 
add to the effectiveness of the risk 
assessment at WSU 
 A summated mean score of 3.094 
was obtained indicating that this 
COSO internal control component 
is effective to the improvement of 
the effectiveness of internal control 
at WSU. 
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 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO control principles that could 
add to the effectiveness of the 
control activities at WSU 
 A summated mean score of 3.343 
was obtained indicating that this 
COSO internal control component 
is effective to the improvement of 
the effectiveness of internal control 
at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO control principles that could 
add to the effectiveness of the 
Information and communication 
at WSU 
 A summated mean score of 3.495 
was obtained indicating that this 
COSO internal control component 
is effective to the improvement of 
the effectiveness of internal control 
at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO control principles that could 
add to the effectiveness of the 
monitoring at WSU 
 A summated mean score of 2.970 
was obtained indicating that this 
COSO internal control component 
is effective to the improvement of 
the effectiveness of internal control 
at WSU. 
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Secondary objective on the 
effectiveness of  COSO-ERM 
framework components at WSU 
How the objective was achieved 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness of the 
internal control environment at 
WSU 
 A summated mean score of 3.515 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness of the 
objective setting  at WSU 
 A summated mean score of 3.473 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness of event 
identification  at WSU 
 A summated mean score of 3.059 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness of risk 
assessment at WSU 
 A summated mean score of 3.268 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
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 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness of risk 
response at WSU 
 A summated mean score of 3.329 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness of control 
activities  at WSU 
 A summated mean score of 3.742 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness of 
information and communication  
at WSU 
 A summated mean score of 3.475 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness of 
monitoring  at WSU 
 A summated mean score of 3.311 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
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 to establish stakeholders’ 
perceptions of the effectiveness of 
COSO- Enterprise risk 
management elements that could 
add to the effectiveness roles and 
responsibilities  at WSU 
 A summated mean score of 3.596 
was obtained indicating that this 
COSO-ERM component is effective 
to the improvement of the 
effectiveness of enterprise risk 
management at WSU. 
  
Secondary objective on effectiveness 
of King III pronouncement on the 
effectiveness of risk assessment and 
risks faced by modern business such 
as WSU 
How the objective was achieved 
 to establish stakeholders’ 
perceptions of the effectiveness of 
risk assessment  that could add to 
the effectiveness King III 
pronouncement on risk 
assessment   at WSU 
 A summated mean score of 3.444 
was obtained indicating that this 
King III report principle is effective 
to the improvement of the 
effectiveness of risk assessment 
based on King III report at WSU. 
 to establish stakeholders’ 
perceptions of the effectiveness of 
addressing risk faced by WSU as a 
modern institution that could add to 
the effectiveness of the King III 
report  at WSU 
 A summated mean score of 3.464 
was obtained indicating that WSU 
is effective in addressing risks as a 
modern institution to the 
improvement of the effectiveness of 
the King III report on 
pronouncement of risks faced by 
WSU as a modern business. 
Table 6.1: Achievement on the objectives of this study 
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From table 6.1, is clear that the study objectives had been achieved as all the summated 
mean scores are above 3.000” effective” except for the COSO monitoring component 
which is 2.970. 
  
6.3  Recommendations 
 
Monitoring on the effectiveness of the system of internal control need greater attention at 
WSU. The creation of a risk-aware culture throughout the institution rather than taking a 
"silo" approach to the management of risk can play an integral role in improving the effects 
of risk management at WSU.  
 
A risk management policy (RMP) is necessary to: 
 Guarantee that the University Council and chancellor are informed of significant 
risks; 
 Effectively manage risks that could considerably influence the attainment of the 
institution's objectives and goals; 
 Entrench a philosophy of assessing and classifying risks at several levels within 
WSU; 
 Create a reliable risk management structure in which risks affecting WSU and its 
business functions and operations are categorised, contemplated and managed 
as part of basic approval, assessment and management procedures;  
 Guarantee that significant risks are reported to WSU to allow risk measurement 
throughout the system; 
 Advance and inform decision-making across the university system; 
 Adhere to legislative and monitoring conditions; 
 
 
107 | P a g e  
 
 Aid in protecting WSU's assets, including people, property, finance and reputation; 
and  
 Confirm that current and developing risks are classified and handled in alignment 
with acceptable risk tolerances.  
 
Systems of internal control need continuous evaluation to provide a reasonable 
assurance that WSU objectives are effectively achieved.  
 
6.4    Further research 
 
One cannot generalise by stating that investigating perceptions on the effectiveness of 
risk management at WSU would guarantee the same results with other universities, this 
study forms a sound foundation for further research in risk management, and the results 
and recommendations could be extended to other educational institutions. While this 
methodology was evaluated in an academic environment, it could also be extended to 
other industries. Therefore, the research needs to be verified by future research. 
 
Future research could “investigate perceptions on risk management for institutions of 
higher learning in South Africa”. This study could amongst others considers the inclusion 
of the: 
 CoCo model as this model consists of 20 specific criteria to be present in a control 
system for it to be deemed effective;  
 UK Combined code adopts a principle–related approach because it provides 
general corporate governance best practice guidelines; 
 Sarbanes-Oxley Act (SOX) as this Act adopts a regulatory related approach 
consisting of several components, with the most relevant being a mandatory 
internal control system; 
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 ISO 31000 on Risk management  Risk management –Principles and guidelines 
to provide a structured approach to implementing enterprise 
risk management (ERM); 
 Risk Management Society-RIMS (Risk maturity model) an assessment tool for 
executives in risk management - and others charged with risk management 
responsibilities - to develop and improve sustainable Enterprise Risk 
Management programs. 
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Annexure A: Questionnaire  
 
General instructions 
1. Please use a black pen when completing the questionnaire. 
2. Try to be honest, and answer only what you know. 
3. Please indicate your answer by marking the appropriate box with an X. 
4. Section A of the survey covers background information about you and WSU; Sections 
B, C and D address the research. 
 
 
 
 
 
Section A: Background of respondents 
Specific instructions: Choose only one item from the options provided.  
 
1.1   My primary responsibility is that of : 
 
a. Executive manager   b. Dean  
     
c. HOD   d. Lecturer  
     
e. Support services   f. Student  
     
g. Other, please specify:     
 
 
 
115 | P a g e  
 
1.2  Please tick the relevant box. 
Your age 
  
Number of years 
working at WSU 
  Number of years 
studying at WSU 
 
        
Under 20   Fewer than 5   Fewer than 1  
        
20 to 29   Fewer than 10   Fewer than 2  
        
30 to 39   Fewer than 15   Fewer than 3  
        
40 to 49   Fewer than 20   Fewer than 4  
        
50 to 59   Fewer than 30   Fewer than 5  
        
60 +   More than 30   More than 5  
 
1.3  On which campus do you work or study? 
 
a. Buffalo City  
  
b. Ibika including Queenstown  
  
c. Mthatha  
 
1.4 Does WSU use the COSO internal control and Enterprise Risk Management 
integrated frameworks for internal control system evaluation? 
Yes  
  
No  
 
1.6 Does WSU use the King III report on corporate governance as part of risk 
management? 
Yes  
  
No  
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Section B: The effectiveness of COSO internal control integrated 
framework components in risk management at WSU.  
The following statements are based on the COSO internal control integrated framework 
(2013). 
 
Specific instructions: Rank your options by marking the most appropriate choice with 
an X: 1=Not true, 2=Not effective, 3=Neutral, 4=Effective, 5=Highly effective. 
Number Item based on literature review Scale based on the level of effectiveness 
  Not true Not 
effective 
Neutral Effective Highly 
effective 
1 Control environment 
 
     
1.1 The organisation demonstrates a commitment 
to integrity and ethical values 
 
1 2 3 4 5 
1.2 The council demonstrates independence from 
management and exercises oversight of the 
development and performance of internal 
control 
 
1 2 3 4 5 
1.3 Management establishes—with council 
oversight—structures, reporting lines, and 
appropriate authorities in pursuit of objectives 
 
1 2 3 4 5 
1.4 The organisation demonstrates a commitment 
to attracting, developing and retaining 
competent individuals in alignment with 
objectives 
 
1 2 3 4 5 
1.5 The organisation holds individuals 
accountable for their internal control 
responsibilities in the pursuit of objectives 
 
1 2 3 4 5 
2 Risk assessment 
 
     
2.1 The organisation specifies objectives with 
sufficient clarity to enable the identification and 
assessment of risks relating to objectives 
 
1 2 3 4 5 
2.2 The organisation identifies risks to the 
achievement of its objectives across the entity 
and analyses risks as a basis for determining 
how the risks should be managed 
1 2 3 4 5 
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2.3 The organisation considers the potential for 
fraud in assessing risks to the achievement of 
objectives 
 
1 2 3 4 5 
2.4 The organisation identifies and assesses 
changes that could significantly affect the 
system of internal control 
 
1 2 3 4 5 
3 Control activities 
 
     
3.1 The organisation selects and develops control 
activities that contribute to the mitigation of 
risks to the achievement of objectives to 
acceptable levels 
 
1 2 3 4 5 
3.2 The organisation selects and develops general 
control activities over technology to support 
the achievement of objectives 
 
1 2 3 4 5 
3.3 The organisation deploys control activities 
through policies that establish what is 
expected and procedures that put policies into 
action 
 
1 2 3 4 5 
4 Information and communication 
 
     
4.1 The organisation obtains or generates and 
uses relevant, quality information to support 
the functioning of other components of internal 
control 
 
1 2 3 4 5 
4.2 The organisation internally communicates 
information, including objectives and 
responsibilities for internal control, necessary 
to support the functioning of other components 
of internal control 
 
1 2 3 4 5 
4.3 The organisation communicates with external 
parties regarding matters affecting the 
functioning of other components of internal 
control 
 
1 2 3 4 5 
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5 Monitoring activities 
 
     
5.1 The organisation selects, develops, and 
performs ongoing and/or separate evaluations 
to ascertain whether the components of 
internal control are present and functioning 
 
1 2 3 4 5 
5.2 The organisation evaluates and 
communicates internal control deficiencies in 
a timely manner to those parties responsible 
for taking corrective action 
 
1 2 3 4 5 
 
Section C: The effectiveness of the COSO enterprise risk management 
integrated framework in risk management at WSU.  
The following statements are based on the COSO enterprise risk management integrated 
framework (2004). 
 
Specific instructions: Rank your options by marking the most appropriate choice with 
an X: 1=Not true, 2=Not effective, 3=Neutral, 4=Effective, 5=Highly effective. 
1 Internal environment 
 
     
1.1 The internal environment encompasses the 
tone of the organisation, influencing the risk 
consciousness of its people 
 
1 2 3 4 5 
1.2 The entity’s risk management philosophy sets 
shared beliefs and attitudes characterising 
how it considers risk in everything it does, from 
strategy development and implementation to 
its day-to-day activities 
 
1 2 3 4 5 
1.3 Integrity and commitment to ethical values 
start with the individual, where value 
judgments, attitude, and style are based on 
individual experiences 
 
1 2 3 4 5 
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2 Objective setting 
 
     
2.1 
 
Objectives are set at the strategic level, 
establishing a basis for operations, reporting, 
and compliance objectives 
 
1 2 3 4 5 
2.2 In considering alternative ways to achieve 
strategic objectives, management identifies 
risks associated with a range of strategy 
choices and considers their implications 
 
1 2 3 4 5 
2.3 Entity-level objectives are linked to and 
integrated with more specific objectives that 
cascade through the organisation to sub-
objectives established for various activities 
 
1 2 3 4 5 
2.4 Set objectives support and align with the 
entity’s mission and are consistent with its risk 
appetite 
 
1 2 3 4 5 
2.5 The entity operates within risk tolerances that 
provide management greater assurance that it 
remains within its risk appetite, which, in turn, 
provides a higher degree of comfort that the 
entity will achieve its objectives 
 
1 2 3 4 5 
3 Event identification 
 
     
3.1 Management identifies potential events that, if 
they occur, will affect the entity, and 
determines whether they represent 
opportunities or whether they might adversely 
affect the entity’s ability to successfully 
implement strategy and achieve objectives 
 
1 2 3 4 5 
3.2 The entity’s event identification methodology 
comprises a combination of techniques, 
together with supporting tools looking to both 
past and future events 
 
1 2 3 4 5 
3.3 Management uses listings of potential events 
common to a specific industry or functional 
area 
 
1 2 3 4 5 
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3.4 Event identification facilitated workshops 
typically bring together cross-functional or 
multilevel individuals for the purpose of 
drawing on the group’s collective knowledge to 
develop a list of events as they relate to the 
entity’s strategic, business unit, or process 
objectives 
 
1 2 3 4 5 
3.5 Interviews are conducted in a one-on-one, or 
sometimes two-on-one, setting where the 
interviewer is accompanied by a colleague 
taking notes to ascertain the individual’s 
candid views and knowledge of actual past 
events and potential events 
 
1 2 3 4 5 
3.6 Questionnaires address a range of issues to 
be considered by participants, focusing their 
thinking on internal and external factors that 
have given rise, or may give rise, to events 
 
1 2 3 4 5 
3.7 Process flow analysis typically involves the 
diagrammatic representation of a process, 
with the goal of better understanding the 
interrelationships of its component inputs, 
tasks, outputs, and responsibilities 
 
1 2 3 4 5 
3.8 Leading risk indicators must be available to 
management on a timely basis 
 
1 2 3 4 5 
3.9 Escalation triggers are established to notify 
managers how much time is needed to take 
action 
 
1 2 3 4 5 
3.10 Loss-event databases developed and 
maintained by third-party service providers are 
available on a subscription basis 
 
1 2 3 4 5 
3.11 Potential events are identified on an ongoing 
basis in connection with routine business 
activities 
 
1 2 3 4 5 
3.12 By grouping similar potential events, 
management can better determine 
opportunities and risks 
 
1 2 3 4 5 
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4 Risk assessment 
 
     
4.1 Management considers the extent to which 
potential events affect the achievement of 
objectives 
 
1 2 3 4 5 
4.2 The entity is made aware of the risk to it in the 
absence of any actions management may take 
to alter either a risk’s likelihood or effect 
 
1 2 3 4 5 
4.3 The entity is made aware of a risk remaining 
after management’s intended actions to 
mitigate an inherent risk have been effectively 
implemented 
 
1 2 3 4 5 
4.4 The entity uses risk assessment methodology 
such as qualitative analysis to assess risk 
 
1 2 3 4 5 
4.5 The entity uses risk assessment methodology 
such as quantitative analysis to assess risk 
 
1 2 3 4 5 
4.6 The entity use any of a number of different 
methods to describe risk assessments 
 
1 2 3 4 5 
4.7 The entity’s overall risk assessments may take 
the form of an aggregate risk measure where 
correlations between risks are considered 
 
1 2 3 4 5 
5 Risk response 
 
     
5.1 The entity considers the costs and benefits in 
selecting a response that brings residual risk 
within desired risk tolerances 
 
1 2 3 4 5 
5.2 The entity considers avoiding risk 
 
1 2 3 4 5 
5.3 The entity considers transferring risk 
 
1 2 3 4 5 
5.4 The entity considers sharing risk 
 
1 2 3 4 5 
5.5 The entity considers reducing risk 
 
1 2 3 4 5 
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6 Control activities 
 
     
6.1 Entity policies and procedures help to ensure 
that management’s risk responses are carried 
out 
 
1 2 3 4 5 
7 Information and communication 
 
     
7.1 Pertinent information is identified, captured, 
and communicated in a form and timeframe 
that enable people to carry out their 
responsibilities 
 
1 2 3 4 5 
7.2 Information is communicated at all levels of an 
organisation to identify, assess and respond to 
risks 
 
1 2 3 4 5 
7.3 Technology is applied to improve the 
effectiveness and efficiency of information 
processes 
 
1 2 3 4 5 
7.4 Information technology infrastructures are 
integrated into operations to support 
operations, reporting and compliance 
objectives 
 
1 2 3 4 5 
7.5 Information is disseminated in the right form, 
at the right level of detail, to the right people, 
at the right time 
 
1 2 3 4 5 
7.6 Management provides specific and directed 
communication that addresses behavioural 
expectations and the responsibilities of 
personnel 
 
1 2 3 4 5 
8 Monitoring 
 
     
8.1 Enterprise risk management is monitored 
through ongoing monitoring activities, 
separate evaluations or a combination of the 
two 
 
1 2 3 4 5 
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8.2 The internal audit reviews provide an objective 
perspective of any or all elements of enterprise 
risk management 
 
1 2 3 4 5 
8.3 Internal audit reviews are documented 
 
1 2 3 4 5 
8.4 All identified enterprise risk management 
deficiencies are reported to those positioned 
to take the necessary action 
 
1 2 3 4 5 
9 Roles and responsibilities 
 
     
9.1 Everyone in the entity has some responsibility 
for enterprise risk management 
 
1 2 3 4 5 
9.2 The council plays a key role in the oversight of 
enterprise risk management 
 
1 2 3 4 5 
9.3 Oversight responsibility for enterprise risk 
management is assigned to the audit 
committee 
 
1 2 3 4 5 
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Section D: The effectiveness of the King III report principles on risk 
assessment and risks faced by WSU.  
The following statements are based on the King III report on code of governance 
principles for South Africa (2009). 
 
Specific instructions: Rank your options by marking the most appropriate choice with 
an X: 1=Not true, 2=Not effective, 3=Neutral, 4=Effective, 5=Highly effective. 
 
1 Risk assessment 
 
     
1.1 Risk management is inseparable from the 
institution’s strategic and business processes 
 
1 2 3 4 5 
1.2 Management is responsible for the 
implementation of the risk management 
process 
 
1 2 3 4 5 
1.3 All members of staff practice risk management 
in their daily activities 
 
1 2 3 4 5 
1.4 The council is responsible for the risk 
management process 
 
1 2 3 4 5 
1.5 The council approves the institution’s chosen 
risk philosophy 
 
1 2 3 4 5 
1.6 The council adopts a risk management plan 
 
1 2 3 4 5 
1.7 The council delegates the responsibility of risk 
management to a risk committee 
 
1 2 3 4 5 
1.8 Risk assessments are performed on an 
ongoing basis 
 
1 2 3 4 5 
1.9 The council approves key risk indicators and 
tolerance levels 
 
1 2 3 4 5 
1.10 Risk identification is directed in the context of 
the institution’s purpose 
 
1 2 3 4 5 
1.11 The council ensures that key risks are 
quantified and responded to appropriately 
1 2 3 4 5 
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1.12 Internal audits provide independent assurance 
on the risk management process 
 
1 2 3 4 5 
1.13 The council reports on the effectiveness of risk 
management 
 
1 2 3 4 5 
2 Risks modern businesses face 
 
1 2 3 4 5 
2.1 The council ensures that the institution’s 
reputational risk is minimised 
 
1 2 3 4 5 
2.2 The council determines the extent to which 
risks relating to sustainability are addressed 
and reported on 
 
1 2 3 4 5 
2.3 Stakeholder risk assessment is conducted 
 
1 2 3 4 5 
2.4 Ethics risk assessment is conducted 
  
1 2 3 4 5 
2.5 Environmental impact assessment is done 
 
1 2 3 4 5 
2.6 Policies and processes to develop, retain and 
manage human capital are in place 
 
1 2 3 4 5 
2.7 The council ensures that IT is aligned with 
business objectives and sustainability 
 
1 2 3 4 5 
2.8 The council considers the risk of the unknown 
as part of the qualitative and quantitative risk 
assessment process 
 
1 2 3 4 5 
 
End of questionnaire 
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Annexure B 
 
Response frequencies and percentages 
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COSO Internal control components  and principles 
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1 Control environment     
  
      
1.1 The organisation 
demonstrates a 
commitment to integrity 
and ethical values 
 
2 4 17 9 1 33 6.1 12.1 51.5 27.3 3 100 
1.2 The council 
demonstrates 
independence from 
management and 
exercises oversight of 
the development and 
performance of internal 
control 
 
3 5 6 16 3 33 9.1 15.2 18.2 48.5 9.1 100 
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1.3 Management 
establishes—with 
council oversight—
structures, reporting 
lines, and appropriate 
authorities in pursuit of 
objectives 
1 3 7 21 1 33 3 9.1 21.2 63.6 3 100 
1.4 The organization 
demonstrates a 
commitment to 
attracting, developing 
and retaining 
competent individuals 
in alignment with 
objectives 
1 2 15 13 2 33 3 6.1 45.5 39.4 6.1 100 
1.5 The organization holds 
individuals accountable 
for their internal control 
responsibilities in the 
pursuit of objectives 
1 7 8 15 2 33 3 21.2 24.2 
 
 
 
 
 
45.5 6.1 100 
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2 Risk assessment             
2.1 The organisation 
specifies objectives 
with sufficient clarity to 
enable the 
identification and 
assessment of risks 
relating to objectives 
 
 
2 4 17 9 1 33 6.1 12.1 51.5 27.3 3 100 
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2.2 The organisation 
identifies risks to the 
achievement of its 
objectives across the 
entity and analyses 
risks as a basis for 
determining how the 
risks should be 
managed 
 
2 5 12 12 2 33 6.1 15.2 36.4 36.4 6.1 100 
2.3 The organisation 
considers the potential 
for fraud in assessing 
risks to the 
achievement of 
objectives 
 
1 9 13 10 0 33 3 27.3 39.4 30.3 0 100 
2.4 The organisation 
identifies and assesses 
changes that could 
significantly affect the 
system of internal 
control 
 
1 5 16 10 0 32 3.1 15.6 50 31.3 0 100 
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3 Control activities 
 
            
3.1 The organisation 
selects and develops 
control activities that 
contribute to the 
mitigation of risks to 
the achievement of 
objectives to 
acceptable levels 
 
 
3 1 15 14 0 33 9.1 3 45.5 42.4 0 100 
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3.2 The organisation 
selects and develops 
general control 
activities over 
technology to support 
the achievement of 
objectives 
 
1 5 8 18 1 33 3 15.2 24.2 54.5 3 100 
3.3 The organisation 
deploys control 
activities through 
policies that establish 
what is expected and 
procedures that put 
policies into action 
 
2 4 6 20 1 33 6.1 12.1 18.2 60.6 3 100 
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4 Information and 
communication 
 
            
4.1 The organisation 
obtains or generates 
and uses relevant, 
quality information to 
support the functioning 
of other components of 
internal control 
0 2 15 14 2 33 0 6.1 45.5 42.4 6.1 100 
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4.2 The organisation 
internally 
communicates 
information, including 
objectives and 
responsibilities for 
internal control, 
necessary to support 
the functioning of other 
components of internal 
control 
 
0 2 10 19 2 33 0 6.1 30.3 57.6 6.1 100 
4.3 The organisation 
selects, develops, and 
performs ongoing 
and/or separate 
evaluations to 
ascertain whether the 
components of internal 
control are present and 
functioning 
 
1 3 13 15 1 33 3 9.1 39.4 45.5 3 100 
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5 Monitoring activities 
 
            
5.1 The organisation 
selects, develops, and 
performs ongoing 
and/or separate 
evaluations to 
ascertain whether the 
components of internal 
control are present and 
functioning 
 
 
 
 
6 2 19 5 1 33 18.2 6.1 57.6 15.2 3 100 
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5.2 The organisation 
evaluates and 
communicates internal 
control deficiencies in 
a timely manner to 
those parties 
responsible for taking 
corrective action 
 
2 3 16 12 0 33 6.1 9.1 48.5 36.4 0 100 
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1 Internal Control 
Environment 
            
1.1 The internal 
environment 
encompasses the tone 
of the organisation, 
influencing the risk 
consciousness of its 
people 
 
1 1 16 13 2 33 3 3 48.5 39.4 6.1 100 
1.2 The entity’s risk 
management 
philosophy sets shared 
beliefs and attitudes 
characterising how it 
considers risk in 
everything it does, 
from strategy 
development and 
implementation to its 
day-to-day activities 
3 2 6 21 1 33 9.1 6.1 18.2 63.6 3 100 
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1.3 Integrity and 
commitment to ethical 
values start with the 
individual, where value 
judgments, attitude, 
and style are based on 
individual experiences 
 
0 3 13 15 2 33 0 9.1 39.4 45.5 6.1 100 
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2 Objective setting 
 
            
2.1 Objectives are set at 
the strategic level, 
establishing a basis for 
operations, reporting, 
and compliance 
objectives 
 
0 3 8 19 3 33 0 9.1 24.2 57.6 9.1 100 
2.2 In considering 
alternative ways to 
achieve strategic 
objectives, 
management identifies 
risks associated with a 
range of strategy 
choices and considers 
their implications 
 
0 5 12 14 2 33 0 15.2 36.4 42.4 6.1 100 
2.3 Entity-level objectives 
are linked to and 
integrated with more 
specific objectives that 
cascade through the 
organisation to sub-
objectives established 
for various activities 
 
 
0 3 12 
 
15 3 33 0 9.1 36.4 45.5 9.1 100 
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2.4 Set objectives support 
and align with the 
entity’s mission and 
are consistent with its 
risk appetite 
 
0 2 17 10 4 33 0 6.1 51.5 30.3 12.1 100 
2.5 The entity operates 
within risk tolerances 
that provide 
management greater 
assurance that it 
remains within its risk 
appetite, which, in turn, 
provides a higher 
degree of comfort that 
the entity will achieve 
its objectives 
 
2 3 13 14 1 33  6.1 9.1 39.4 42.4 3 100 
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3 Event identification 
 
            
3.1 Management identifies 
potential events that, if 
they occur, will affect 
the entity, and 
determines whether 
they represent 
opportunities or 
whether they might 
adversely affect the 
entity’s ability to 
successfully implement 
strategy and achieve 
objectives 
 
 
 
 
2 1 20 10 0 33 6.1 3 60.6 30.3 0 100 
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3.2 The entity’s event 
identification 
methodology 
comprises a 
combination of 
techniques, together 
with supporting tools 
looking to both past 
and future events 
 
1 2 20 9 0 32 3.1 6.3 62.5 28.1 0 100 
3.3 Management uses 
listings of potential 
events common to a 
specific industry or 
functional area 
 
1 6 20 6 0 33 3 18.2 60.6 18.2 0 100 
3.4 Event identification 
facilitated workshops 
typically bring together 
cross-functional or 
multilevel individuals 
for the 0purpose of 
drawing on the group’s 
collective knowledge to 
develop a list of events 
as they relate to the 
entity’s strategic, 
business unit, or 
process objectives 
 
0 9 19 5 0 33 0 27.3 57.6 15.2 0 100 
3.5 Interviews are 
conducted in a one-on-
one, or sometimes 
two-on-one, setting 
where the interviewer 
is accompanied by a 
colleague taking notes 
to ascertain the 
individual’s candid 
views and knowledge 
of actual past events 
and potential events 
 
 
 
 
3 5 19 5 0 32 9.4 15.6 59.4 15.6 0 100 
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3.6 Questionnaires 
address a range of 
issues to be 
considered by 
participants, focusing 
their thinking on 
internal and external 
factors that have given 
rise, or may give rise, 
to events 
 
2 6 20 5 0 33 6.1 18.2 60.6 15.2 0 100 
3.7 Process flow analysis 
typically involves the 
diagrammatic 
representation of a 
process, with the goal 
of better understanding 
the interrelationships of 
its component inputs, 
tasks, outputs, and 
responsibilities 
 
1 3 21 6 0 31 3.2 9.7 67.7 19.4 0 100 
3.8 Leading risk indicators 
must be available to 
management on a 
timely basis 
 
1 3 13 12 3 32 3.1 9.4 40.6 37.5 9.4 100 
3.9 Escalation triggers are 
established to notify 
managers how much 
time is needed to take 
action 
 
0 3 22 7 0 32 0 9.4 68.8 21.9 0 100 
3.10 Loss-event databases 
developed and 
maintained by third-
party service providers 
are available on a 
subscription basis 
 
1 3 22 5 1 32 3.1 9.4 68.8 15.6 3.1 100 
3.11 Potential events are 
identified on an 
ongoing basis in 
connection with routine 
business activities 
0 4 20 7 0 31 0 12.9 64.5 22.6 0 100 
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3.12 By grouping similar 
potential events, 
management can 
better determine 
opportunities and risks 
 
 
 
0 6 18 6 2 32 0 18.8 56.3 18.8 6.3 100 
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4 Risk assessment 
 
            
4.1 Management 
considers the extent to 
which potential events 
affect the achievement 
of objectives 
 
0 5 12 13 2 31 0 15.6 37.5 40.6 6.3 100 
4.2 The entity is made 
aware of the risk to it in 
the absence of any 
actions management 
may take to alter either 
a risk’s likelihood or 
effect 
 
0 2 15 14 1 32 0 6.3 46.9 43.8 3.1 100 
4.3 The entity is made 
aware of a risk 
remaining after 
management’s 
intended actions to 
mitigate an inherent 
risk have been 
effectively 
implemented 
 
 
 
0 3 17 12 0 32 0 9.4 53.1 37.5 0 100 
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4.4 The entity uses risk 
assessment 
methodology such as 
qualitative analysis to 
assess risk 
 
1 2 20 9 0 32 3.1 6.3 62.5 28.1 0 100 
4.5 The entity uses risk 
assessment 
methodology such as 
quantitative analysis to 
assess risk 
 
1 2 18 10 1 32 3.1 6.3 56.3 31.3 3 100 
4.6 The entity use any of a 
number of different 
methods to describe 
risk assessments 
 
2 3 15 12 0 32 6.3 9.4 46.9 37.5 0 100 
4.7 The entity’s overall risk 
assessments may take 
the form of an 
aggregate risk 
measure where 
correlations between 
risks are considered 
 
 
0 3 19 10 0 32 0 9.4 59.4 31.3 0 100 
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5 Risk response 
 
            
5.1 The entity considers 
the costs and benefits 
in selecting a response 
that brings residual risk 
within desired risk 
tolerances 
 
 
1 2 10 16 3 32 3.1 6.3 31.3 50 9.4 100 
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5.2 The entity considers 
avoiding risk 
 
2 2 12 13 2 31 6.5 6.5 38.7 41.9 6.5 100 
5.3 The entity considers 
transferring risk 
 
1 4 16 10 0 31 3.2 12.9 51.6 32.3 0 100 
5.4 The entity considers 
sharing risk 
 
2 3 19 6 1 31 6.5 9.7 61.3 19.4 3.2 100 
5.5 The entity considers 
reducing risk 
 
 
 
 
 
 
 
1 2 11 13 4 31 3.2 6.5 35.5 41.9 12.9 100 
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6 Control activities 
 
            
6.1 Entity policies and 
procedures help to 
ensure that 
management’s risk 
responses are carried 
out 
 
 
 
 
 
 
0 0 12 15 4 31 0 9.1 30.3 51.5 9.1 100 
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7 Information and 
communication 
 
            
7.1 Pertinent information is 
identified, captured, 
and communicated in a 
form and timeframe 
that enable people to 
carry out their 
responsibilities 
 
 
0 3 10 17 3 33 0 9.1 30.3 51.5 9.1 100 
7.2 Information is 
communicated at all 
levels of an 
organisation to identify, 
assess and respond to 
risks 
 
0 5 10 17 1 33 0 15.2 30.3 51.5 3 100 
7.3 Technology is applied 
to improve the 
effectiveness and 
efficiency of 
information processes 
 
0 5 4 23 1 33 0 15.2 12.1 69.7 3 100 
7.4 Information technology 
infrastructures are 
integrated into 
operations to support 
operations, reporting 
and compliance 
objectives 
 
 
 
 
 
1 3 7 22 0 33 3 9.1 21.2 66.7 0 100 
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7.5 Information is 
disseminated in the 
right form, at the right 
level of detail, to the 
right people, at the 
right time 
 
1 5 10 17 0 33 3 15.2 30.3 51.5 0 100 
7.6 Management provides 
specific and directed 
communication that 
addresses behavioural 
expectations and the 
responsibilities of 
personnel 
 
1 3 11 18 0 33 3 9.1 33.3 54.5 0 100 
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8 Monitoring 
 
            
8.1 Enterprise risk 
management is 
monitored through 
ongoing monitoring 
activities, separate 
evaluations or a 
combination of the two 
 
0 6 18 9 0 33 0 18.2 54.5 27.3 0 100 
8.2 The internal audit 
reviews provide an 
objective perspective 
of any or all elements 
of enterprise risk 
management 
 
1 4 16 12 0 33 3 12.1 48.5 36.4 0 100 
8.3 Internal audit reviews 
are documented 
 
 
 
 
0 3 14 16 0 33 0 9.1 42.4 48.5 0 100 
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8.4 All identified enterprise 
risk management 
deficiencies are 
reported to those 
positioned to take the 
necessary action 
 
0 2 11 19 1 33 0 6.1 33.3 57.6 3 100 
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9 Roles and 
responsibilities 
 
            
9.1 Everyone in the entity 
has some 
responsibility for 
enterprise risk 
management 
 
1 5 8 16 3 33 3 15.2 24.2 48.5 9.1 100 
9.2 The council plays a 
key role in the 
oversight of enterprise 
risk management 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
0 1 10 16 6 33 0 3 30.3 48.5 18.2 100 
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1 Risk assessment 
 
            
1.1 Risk management is 
inseparable from the 
institution’s strategic 
and business 
processes 
 
1 2 10 18 1 32 3.1 6.3 31.3 5 3.1 100 
1.2 Management is 
responsible for the 
implementation of the 
risk management 
process 
 
0 1 7 21 3 32 0 3.1 21.9 65.6 9.4 100 
1.3 All members of staff 
practice risk 
management in their 
daily activities 
 
1 5 9 16 1 32 3.1 15.6 28.1 50 3.1 100 
1.4 The council is 
responsible for the risk 
management process 
 
1 3 10 13 5 32 3.1 9.4 31.3 40.6 15.6 100 
1.5 The council approves 
the institution’s chosen 
risk philosophy 
 
2 1 11 15 4 33 6.1 3 33.3 45.5 12.1 100 
1.6 The council adopts a 
risk management plan 
1 2 12 15 3 33 3 6.1 36.4 45.5 9.1 100 
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1.7 The council delegates 
the responsibility of 
risk management to a 
risk committee 
 
0 5 14 9 4 33 0  43.8 28.1 12.5 100 
1.8 Risk assessments are 
performed on an 
ongoing basis 
 
0 6 17 10 0 33 0 18.2 51.5 30.3 0 100 
1.9 The council approves 
key risk indicators and 
tolerance levels 
 
0 4 15 13 1 33 0 12.1 45.5 39.4 3 100 
1.10 Risk identification is 
directed in the context 
of the institution’s 
purpose 
 
0 3 17 12 1 33 0 9.1 51.5 36.4 3 100 
1.11 The council ensures 
that key risks are 
quantified and 
responded to 
appropriately 
 
0 3 14 14 2 33 0 9.1 42.4 42.4 6.1 100 
1.12 Internal audits provide 
independent 
assurance on the risk 
management process 
 
1 2 9 20 0 32 3.1 6.3 28.1 62.5 0 100 
1.13 The council reports on 
the effectiveness of 
risk management 
 
 
 
 
 
 
 
 
 
 
 
 
 
2 2 9 18 2 33 6.1 6.1 27.3 54.5 6.1 100 
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2 Risks modern 
businesses face 
 
            
2.1 The council ensures 
that the institution’s 
reputational risk is 
minimised 
 
2 5 6 10 10 33 6.1 15.2 18.2 30.3 30.3 100 
2.2 The council determines 
the extent to which 
risks relating to 
sustainability are 
addressed and 
reported on 
 
0 4 9 16 3 32 0 12.5 28.1 50 9.4 100 
2.3 Stakeholder risk 
assessment is 
conducted 
 
1 1 14 15 1 32 3.1 3.1 43.8 46.9 3.1 100 
2.4 Ethics risk assessment 
is conducted 
  
1 2 20 7 2 32 3.1 6.3 62.5 21.9 6.3 100 
2.5 Environmental impact 
assessment is done 
 
0 3 15 13 1 32 0 9.4 46.9 40.6 3.1 100 
2.6 Policies and processes 
to develop, retain and 
manage human capital 
are in place 
 
0 3 8 20 1 32 0 9.4 25 62.5 3.1 100 
2.7 The council ensures 
that IT is aligned with 
business objectives 
and sustainability 
 
 
 
 
0 2 11 14 6 33 0 6.1 33.3 42.4 18.2 100 
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2.8 The council considers 
the risk of the unknown 
as part of the 
qualitative and 
quantitative risk 
assessment process 
 
1 1 20 9 1 32 3.1 3.1 62.5 28.1 3.1 100 
End 
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